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Abstract. Copyright risks in multimedia are increasing as a result of large
numbers of computers in network. A technique used to preserve rights is wa-
termark implementation to authenticate authorship. This information which is
embedded in the original image is a “Digital Watermark”, which might be
visible or invisible. For this technique to become more efficient, the Water-
mark should be robust so that its removal from the original image by the
hackers becomes difficult. In time, various Watermarking algorithms are devel-
oped. However, each of them has its own advantages and limitations. Recent
research shows that SVD (Singular Value Decomposition) algorithms are
used because of their simple scheme and mathematical function. Another algo-
rithm is DCT (Discrete Cosine Transform). Each of such algorithms has its
own advantages, a combination of their advantages is the RST (Rota-
tion, Scaling, Translation) algorithm. This paper shall attempt to compare
algorithms and provide a conclusion on their performance and fi-
nally implementation in Hardware, in Xilinx Virtex II Pro

Keywords: algorithms, data compression, Gaussian noise, Benchmark test-
ing; cryptographic protocol, Embedded Systems.

1 Introduction

Digitalization of multimedia has brought reliability, speed, big storage that contains
space in TB, but their modifications and duplications are simplified. In order for the
digital watermark to become efficient in protecting copyrights, it should be robust,
retrievable from the document, ensure original information, and impossible to be
removed by unauthorized persons. Robust Watermarks are difficult to be removed
from original data where embedded. Attackers try with techniques such as JPEG data
compression, scale change, rotations, translations, to remove the place where the Wa-
termark is.

S. Markovski, M. Gusev (Editors): ICT Innovations 2012, Web Proceedings, ISSN 1857-7288
© ICT ACT - http://ictinnovations.org/2012, 2012



568 ICT Innovations 2012 Web Proceedings - Poster Session ISSN 1857-7288

2 Digital Watermarking Interface

Watermark images are the methods which have been applied for many years. The
watermarking scheme consists of 3 parts: Watermark signal, Encoder and Decoder

2.1 Watermarking Attacks

Based on the watermarking jargon, the attack is a method to find and remove water-
marking from content. It can very well be called a process. The watermarking infor-
mation process is called "attacked information". Robustness is an elimination scheme
of various attacks. Attacked data can be easily detected by the watermark quality and
channel capacity, from bit errors [1]. The largest category of attacks may be further
divided into four distinct groups: removable attacks, geographic attacks, cryptograph-
ic attacks, and cryptographic protocol attacks.

2.2 Algorithm

SVD (Singular value decomposition) is an efficient tool to analyze lengths. In SVD
transformations a matrix may be decomposed into three matrices of the same size
has the original one. Based on Algebra, it can be said that one image is a matrix
with out negative and scale numbers. Without losing generality, if A is an image and

part of R, A € R " where R is a real number, then SVD and A are determined as in
formula (1):

A=Usv’ (1
U ER" and y € R are orthogonal matrix and § € R is diagonal with & value.
Diagonal coefficients  have unique values and the conditions are:
o > o, > O, > fo > =0, =0

The property of SVD transformation in proportional scale is N2 in the original image
[2]. S => N “Degree of freedom”

There exists a hybrid method based on DCT (Discrete Cosine Transform) [3, 4] and
SVD proposed by Sverdlov [5]. To start with, DCT application in the entire image and
DCT coefficients are mapped in 4 boxes using a zigzag sequence. These four boxes
actually present the frequency band from the lower to the highest. SV of DCT trans-
formation is used to modify SV of each box. In this paper, the image is divided into
four blocks and as a result, the watermark size is one fourth of the image. This shows
that the information embedded in low frequency is protected by a set of attacks and
when embedded in a high frequency, it is protected by another set of attacks. It should
be underlined that such modification is not resistant against translation attacks.
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3 Watermark Process

3.1 Embedding Process of Watermark

Embedding process consist on below formulas (2), (3), (4), (5). Application of DCT
in image A and mapping of DCT coefficients in 4 blocks B1, B2, B3, B4 Application
of SVD in this block where k belongs ,Blocks B1-B4. The parameter k is k=1, 2, 3, 4
andi=l,..,n

Ak=Uk Sk VkT (2)
AIA A

Application of DCT in all visual contents of watermark W and application of SV in
DCT Transformation:

W =U,SyVy 3)
Modification of SV value in each block B from DCT Transformation:
ﬂ;k = /Lk + o ﬂ.«m 4)

Find all four modified DCT coefficients:
AUV, Q)

Mapping of modified DCT coefficients in original positions. Applying the procedure
inverse DCT on the image to watermark.

3.2 Processing before extraction
These steps increase robustness of attacks; the steps are as follows:

Extraction of the size n x n matrix corresponding to the image with watermark
if nis odd then n=n +1

Numbers required in the matrix for values that are not infinite number
Replace the values of the matrices that are not numbered with zero.

3.3 Extraction of Watermark

Application of DCT in image with A* Watermark and mapping of DCT coeffi-
cients on Blocks B1-B4. Application of SVS in this quadrant as shown (6):
(6)
AT-UEIVY

Extraction of SV from B quadrant:

. o Q)
ﬂ’w'i:(ﬂf{ _ﬂ«i)/ak
Building of DCT coefficients in four visual quadrants by using SV:

Wk =W'=U, %V ®)
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Applying inverse DCT on the set of coefficients to build the four blocks of watermark

4 Experimental Results
This watermarking scheme has been tested against attacks such as rotation, scaling,
translation, Gaussian blur, Gaussian noise, JPEG compression, Equalization histo-

gram, etc.

Table 1. Value of correlation coefficient

Attacks Sverdlov Method Modified Method
Blue Gaussian 0,9894 0,997
Gaussian Noise 0,9942 0,9844
JPEG Compression 0,9998 0,995
Histogramsof  the equation 0,9148 0,972
Rescaling 256>128>256 0,9957 1
Rotate 20’ 0,7617 0,770
Rotate 75° not applicable 0,843
Rotate 135’ not applicable 0,81
Scale 200% not applicable 0,997
Translations 25,35 not applicable 0,619

Table 1 provides watermarking images after some attacks and on the right gives
the extracted image after the attack. The tool that is used for testing algorithm is
Stirmark Benchmark. Based on the correlation values obtained above, it is ensured
that the watermarking scheme is RST invariant and resistant against the abovemen-
tioned attacks. The scheme provides the same results even if the rotation angle
alters. Table 1 provides a comparison of correlation values between Sverdlov and the
modified method.

5 Hardware Implementation

Device in Figure 1 are Power cable, Jtag Cable, Monitor, Video Cable, Video Genera-
tor, VDECI, Xilinx XC2VP30 development board. The Verilog language has been
chosen.
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Fig. 1. Watermark Hardware Scheme

6 Conclusions

Some of these algorithms are robust against some attacks but not against some oth-
ers. SVD based algorithms are new and demand continuous improvements. In this
paper we provided some SVD based algorithms and furthermore suggested an idea of
a DCT SVD based algorithm. The modified method is applicable for some attacks
compare with Sverdlov Method. Moreover a digital watermarking scheme was im-
plemented in the Xilinx Virtex II Pro platform in which the alternation of the wa-
termarking algorithm from encoder to decoder is sufficient for the scheme to
be dynamic.
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