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Abstract. Concept of cloud computing is an important paradigm offering 
dynamically scalable resources, redundancy, multitenancy, elasticity and also 
costs saving, both in CAPEX and OPEX. Despite the benefits, there are many 
security issues to be solved. Since the applications and data are moving outside 
of the customer security perimeter, the most important part is to insure certain 
information security. In this paper we analyze the conformity of ISO 
27001:2005 requirements as a framework for managing the security of 
information assets in cloud computing. Although it is intended for standalone 
solutions and applications we plan to research its impact on cloud computing. 
As a result of the research, we propose addition of a new control objective to 
the standard to increase its conformity to information security, data privacy and 
trust in cloud computing. 
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1   Introduction 

The emergence of cloud computing concept improves ICT service providers and 
increases their customer satisfaction. For service providers it reduces CAPEX, such as 
hardware and licenses costs, and reduces OPEX, such as human resources and 
equipment maintenance. For customers it offers multitenancy, massive scalability, 
elasticity, and self provisioning of user resources. 

Despite the benefits, there are several open issues to be solved. Service 
interoperability is maybe one of the main user based issue. Another important 
connected issue is performance. That is, to use the cloud advantages, IT systems must 
be redesigned into multiple server platforms, segmented databases and leverage the 
threading and / or process forking. However, since the data is moving outside of the 
security perimeter, the most important issue is to insure data security, and probably 
more important, data privacy.  

Thus, information security becomes one of the most important concerns in the 
cloud security. Data security is identified as one of the top threats to cloud computing 
[10]. How to properly satisfy these demands is still not well understood in the 
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industry. Maybe, as the best solution for the ICT service providers is to obtain an 
appropriate security certificate for the company.  

ISO/IEC 27000 [11] certification, for Information Security Management Systems 
(ISMSs), can be considered as the best solution (In [2] Microsoft proves to customers 
that information security is central to its cloud operations). ISO/IEC 27001:2005 
requirements are generic and are intended to be applicable to all organizations, 
regardless of type, size and nature. There are not only the internal organizational and 
security requirements, but also there are customer and supplier oriented requirements, 
situated into Service Level Agreement (SLA). [9] puts forward security issues that 
have to be included in SLA to make the customer understand the security policies that 
are being implemented. 

In this paper, we analyze ISO 27001:2005 requirements, as a framework for 
managing the security of information assets and its conformity to cloud computing. 
Also, we overview security and privacy challenges in cloud computing and propose 
some security improvements. 

The article is organized as follow. In Section 2, we describe the ISO 27001:2005 
requirements and their controls, control objectives and clauses. In Section 3 we 
address some challenges in the data security and privacy in cloud computing, despite 
ISO 27001:2005, and propose the Standard improvements in order to become more 
conformable to cloud computing. In Section 4 we give a brief conclusion of our 
security and data privacy improvement proposals. In Section 5 we give the further 
steps to be done to improve information security and data privacy, as well as the trust 
into cloud computing. 

1.1   Related Work 

A lot of articles [1,3,4,5,6,7] elaborate the cloud computing security in many aspects, 
but almost none of them made a systematic approach for the information security 
management in cloud computing. For example, none of the papers propose a process 
approach to cloud computing security, that is, the application of a system of processes 
within an enterprise organization, together with the identification and interactions of 
these processes, and their management. ISO 27K is a robust model for implementing 
the principles in those guidelines governing risk assessment, security design and 
implementation, security management and reassessment. In this paper we analyze ISO 
27K requirements and define a quantitative metric of importance of ISO 27K Control 
Objectives to non-cloud system as a baseline, compared to moving into cloud. 

The advantages and disadvantages (in the context of data security) of using a cloud 
computing environment are presented in [6]. It also analyzes the data security risks 
and vulnerabilities which are present in current cloud computing environments. [1] 
illustrates the unique issues of cloud computing that exacerbate security and privacy 
challenges in clouds and discusses various approaches to address these challenges and 
explore the future work needed to provide a trustworthy cloud computing 
environment. [3] makes a step forward and proposes to extend control measures from 
the enterprise into the cloud through the use of Trusted Computing and applied 
cryptographic techniques to alleviate much of today’s fear of cloud computing.  
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The Cloud Security Alliance’s initial report ` contains a different sort of taxonomy 
based on 15 different security domains and the processes that need to be followed in 
an overall cloud deployment. [4] provides an overview of the security and privacy 
challenges pertinent to public cloud computing and points out considerations 
organization should take when outsourcing data, applications, and infrastructure to a 
public cloud environment. [5] discusses the cloud computing environment with the 
safety issues through analyzing the framework - HDFS’s security needs. 

We found nice approach of management of security in cloud computing in [7] 
where the authors provide an overall security perspective with the aim to highlight the 
security concerns that should be properly addressed and managed to realize the full 
potential of cloud computing. Different cloud delivery and deployment models are 
matched up against some of the information security requirements.  

In this paper we propose a new approach to cloud computing security and data 
privacy, implementing the solutions in other areas where privacy and security is 
needed, but the same threats exist, when moving in the cloud. 

2   The Standard 

The cloud computing customer shall establish, implement, operate, monitor, review, 
maintain and improve a documented ISMS within the context of the company overall 
business activities and the risks it faces [11].  

2.1   PDCA model 

ISO 27K adopts the "Plan-Do-Check-Act" (PDCA) model (shown on Fig. 1 [11]), 
which is applied to structure all ISMS processes. Applying this model to cloud 
computing customer processes with information security, the effect (managed 
information security as expected) of information security satisfying “information 
security requirements and expectations of interested parties (clients)”, can be provide 
as output, when those requirements and expectations put into the model as inputs. 
The PDCA model consists of four infinity steps: Plan, Do, Check, Act. Plan means to 
establish ISMS policy, objectives, processes and procedures relevant to managing risk 
and improving information security to deliver results in accordance with an 
organization’s overall policies and objectives. Do means to implement and operate the 
ISMS policy, controls, processes and procedures. Check means to assess and, where 
applicable, measure process performance against ISMS policy, objectives and 
practical experience and report the results to management for review. Act means to 
take corrective and preventive actions, based on the results of the internal ISMS audit 
and management review or other relevant information, to achieve continual 
improvement of the ISMS.  
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Fig. 1. PDCA model applied to ISMS processes 

2.2   Requirements 

ISMS consists of 5 clauses of requirements: (1) Information security management 
system, (2) Management responsibility, (3) Internal ISMS audits, (4) Management 
review of the ISMS, (5) ISMS improvement. 
(1) requires establishing and managing ISMS and documentation requirements. (2) 
requires management commitment to ISMS, as well as resource management. (3) 
requires to conduct internal ISMS audits at planned intervals. (4) requires the 
management to review (the input and output of) the organization’s ISMS at planned 
intervals (at least once a year) to insure its continuing suitability, adequacy and 
effectiveness. 

2.3   Clauses, Control Objectives and Controls 

The standard defines 133 controls grouped into 39 control objectives, grouped into 11 
clauses. These control objectives and controls shall be selected as part of the process 
of establishing ISMS as suitable to cover the identified requirements. These control 
objectives and controls are not exhaustive and additional control objectives and 
controls may also be selected, or some can be excluded, but the prospective Cloud 
Service Provider customer must justify the exclusion. All the control objectives and 
controls are listed in [11], appendix A.  

3   ISMS Challenges in the Cloud  

Further steps after establishing ISMS should include its review and improvement. In 
this paper we recommend several new challenges in cloud computing security and 
data privacy, which extend the usage of ISO 27001:2005 Requirements. 
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3.1   Security and Privacy Challenges in SLAs 

Cloud computing customer and its provider should manage the additional security 
issues in SLA required in the control objectives. Also, the relying parties should 
address the reporting issues into the SLA, as the prospective Cloud Service Provider 
customer can improve the ISMS and if needed, to make corrective actions.  

We must point that the customer ISMS improves and its data are more secured and 
private if the Cloud Service Provider is ISO 27K certified, which enforces to define 
the customer data as highly confidential, and as such, care for them according its own 
ISMS. The trust into the cloud computing in that case increases as well. 

3.2   ISMS Controls Challenges and Improvements 

Data privacy is treated in two controls in ISO 27K requirements. The control 6.2.3, 
that is, “Agreements with third parties involving accessing, processing, 
communicating or managing the organization’s information ... … shall cover all 
relevant security requirements” requires the client data privacy. The control 15.1.4, 
that is, “Data protection and privacy shall be insured as required in relevant 
legislation, regulations, and, if applicable, contractual clauses”, requires the Cloud 
Service Provider to insure data privacy. These two controls obligate both the client 
and the Cloud Service Provider to manage the data privacy with higher importance. 

Other challenge is to insure the security in the virtualized environment. Indeed, in 
clause 11, that is, “access control”, many Controls, even whole Control Objective, 
assume that operating systems are on the separate real machines. Issues such as 
trusting the VM image, hardening hosts, and securing inter-host communication are 
critical areas in IaaS [1]. 

We propose that least one new 11.8 Control Objective to be defined, to manage the 
different virtualization types, by developing a policy, and corresponding plans and 
procedures. 

3.3   Security and Privacy Challenges and Improvements 

Security and privacy are defined as one of the most important issues to be solved 
moving in the cloud [1,3,4,7]. In this paper, we propose a new approach to this issue, 
implementing the solutions in other areas where privacy and security is needed, but 
the same threats exist, as moving in the cloud. 

For example, customer private and confidential data are stored into billing 
information systems, such as banks’, telecommunications’, public corporations’, 
health care’ etc. How these companies guarantee privacy to the customers? This main 
question has a solution in some legislative regulations. The fundamental right to the 
protection of personal data is defined in [12], Article 8. The Commission also engages 
in dialogue with non-EU/EEA countries so as to achieve a high level of protection of 
individuals when exporting personal data to those countries. It also initiates studies on 
the development at European and international level on the state of data protection 
and negotiates international agreements to safeguard the rights of individuals where 
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their personal data are transferred (shared) to (with) third countries for law 
enforcement purposes. 

Other example where the customers are somehow more secured into the low level 
risk system is with Certificate Authorities (CAs), that is, digital certificate issuers. 
Thus, the CAs are obliged to insure their systems in the insurance company. 

Share hosting is another good example. There are many web sites (sometimes more 
than thousands), as well as many web services on the same real or virtual server.  

The confidential data encryption into the cloud is a proposed solution for the data 
privacy [3,4,5,8,13], but that influence negative to the system performance [13]. Thus, 
we propose only archived high sensitive data to be encrypted. For other data, we 
propose the Cloud Service Provider to guarantee the data privacy, in a manner we 
mentioned previously.  

The main step forward in cloud computing security is the Cloud Services Provider 
to become ISO 27K certified. 

4   Conclusion 

Information security becomes an important issue in today’s heterogeneous 
environment, especially on cloud computing. ISO 27K offers a good framework to 
manage the data protection and privacy.  

ISO 27K manages the data privacy on both sides. In this paper we address several 
other security challenges in the requirements for cloud computing environment and 
propose a new Control Objective to improve the virtualization security issues.  

In this paper, we propose several recommendations for Cloud Service Providers. 
The first is to include ISO 27K certification as mandatory condition into legislation 
and standards for data privacy and personal data protection. Next, we propose Cloud 
Service Provider to insure the cloud system, and to depreciate the customers’ security 
requirements of risk assessment. 

5   Future work 

ISO 27001:2005 Requirements are generic and are intended to be applicable to all 
organizations, regardless of type, size and nature. Adding several controls to ISO 
27001:2005 concerning the virtualization and its security issues, or even defining a 
new version of ISO 27K, especially for Cloud, will improve information security and 
data privacy, as well as the trust into cloud services.  

The challenges and recommendations for improvement proposed in this paper are 
the most promising about cloud computing security and privacy. Managing the cloud 
computing security requires a lot of efforts and attention of the stakeholders to 
implement the recommendations and proposals of this paper into a framework for 
Information Security Management System into cloud computing. 
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