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Abstract. The paper presents the current state of the research carried out in the 

framework of a bilateral project between Mediterranean University and Ss. Cyr-

il and Methodius University. The project aims to investigate the possibilities for 

applying dynamic adaptable service-oriented architectures in the context of im-

proving healthcare information systems in Montenegro and Macedonia. The 

paper describes the current state in healthcare information systems in Macedo-

nia and Montenegro. Several case studies and their requirements are analyzed 

too. 

Keywords: Healthcare Information Systems, Distributed Software, Software 

Oriented Architecture. 

1 Introduction 

Modern trends for distributed software development have produced great changes to 

the approach of software development: from an independent and isolated way of 

software development to the development by means of integrating and merging ap-

propriate services and components. Service-oriented architecture (SOA) appears to be 

a concept, which is exceptional for distributed projecting, development and imple-

mentation of computer applications. When individual segments of the healthcare sys-

tems (medicine procurement, diagnosis etc.) are analyzed as a set of services for a 

specific purpose, then the use of SOA becomes adequate. As a result of the surround-

ing environment (frequent changes of the requirements, the urgency for their update 

etc.) the need for a dynamic reaction is evident i.e. adapting to the changes in the 

system itself. The benefits for the healthcare systems include interoperability, in-

creased accuracy of medical data and compliance with regulations. 

The research presented in this paper is conducted in the framework of a bilateral 

project between the Mediterranean University from Podgorica, Montenegro and Fac-

ulty of Computer Science and Engineering, Ss. Cyril and Methodius University from 

Skopje, Macedonia. The aim of the research is to investigate the possibility to inte-
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grate the mentioned technologies in healthcare information systems (HIS) in Macedo-

nia and Montenegro and to offer tools for improving/advancing certain segments in 

the healthcare systems. More specifically, the project aims to research the possibilities 

of implementing semantic dynamic adaptable SOA for improving the healthcare sys-

tems in both countries.  

The project is realized in several phases. The first phase considered determining 

the current situation with HIS in both countries. During the second phase, we defined 

selection criteria for case studies, and identified and selected case studies according 

those criteria. In this phase we defined the requirements for the case studies too. The 

following phases will deal with proposing solution and dissemination of the results. 

The paper describes the research conducted in the first two phases. 

The paper is organized as follows. The next section contains an overview of using 

SOA to implement healthcare information systems. The section 2 describes the cur-

rent state of HIS in both countries. The next section deals with possible case studies. 

The section 5 discusses service requirements for selected case studies. The paper ends 

by a conclusion and suggestions for future research. 

2  SOA in Medical Environment 

In critical situations, such as decision making in healthcare it is necessary to have 

access to all patient’s information. The information must be reliable, and easily and 

quickly accessible. The situation is extremely complex due to the new diagnostic and 

therapeutic equipment and medicaments, new procedures and the existence of various 

professional groups [12].  

At present, the patient`s information is usually stored in different information sys-

tems often at distant geographical locations which slightly decrease the decision-

making process quality [13, 19]. In that context, there is a necessity to integrate HIS 

from different healthcare units [14]. So, the interoperability between HIS is important 

and essential for a better health service management, public health, quality and safety 

of patients and clinical research. The lack of interoperability between the different 

systems leads to redundant, disorganized, disjointed and inaccessible medical infor-

mation that may affect the quality of care provided to patients [9, 16, 17]. 

The main obstacle for the construction of mechanisms to promote interoperability 

is the fact that HIS may vary between health institutions and are usually locally acces-

sible [3, 5, 17]. To achieve the integration of different systems, it is necessary to 

maintain the integrity of data between different systems and to integrate data from 

more than one source [14, 17].  

SOA proves to be a good choice from the point of effective development and re-

duction of maintenance cost. In [8] and [23], the authors have shown that the SOA 

based information system could be successfully developed as an open and flexible 

environment that can be easily updated, configured and maintained. SOA based soft-

ware can be easily integrated with other systems and can ensure better system collab-

oration and integration in future. Design and implementation of interoperable HIS 

based on SOA can be found in many resources [23, 24]. 
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3 Current State 

3.1 Republic of Macedonia 

Public healthcare in Macedonia is under the authority of the Ministry of Health. The 

Ministry has developed several strategic plans how to improve public healthcare in 

Macedonia. The latest strategic plan from 2016 declares that the Ministry will work 

toward improving healthcare through developing and implementing a concept of 

health information system. The strategy considers the requirements for a basic HIS 

architecture and functionality [20, 21].  

The public healthcare system is organized in three levels - primary, secondary and 

tertiary. This organization causes much operational inefficiency. All healthcare units 

have implemented HIS and government helped to buy a lot of diagnostic equipment 

especially for units of the secondary and tertiary level. All primary care units with 

their HIS are connected to the National Health Insurance Fund (NHIF) of Macedonia. 

They are also connected through "MyAppointment" system to the units from the sec-

ondary and tertiary level. The situation is similar in the secondary and tertiary 

healthcare units. They all have their own HIS and are connected with other healthcare 

units through the "MyAppointment" system.  

All healthcare units in the private sector have their own HIS, but some of them 

which have an agreement with NHIF are connected to “MyAppointment” system.  

The "MyAppointment" system connects all levels of the healthcare process 

(http://mojtermin.mk/). It connects all public units and some of the private healthcare 

providers. The system enables patients to book appointments online and to receive 

text message reminders. It also allows decision-makers to access a live dashboard to 

see referrals, prescriptions and requests in real time. Although in many reports is stat-

ed that "My Appointment" integrates electronic health records and health cards, the 

systems are rarely used to interchange the appointment results. So, the current situa-

tion shows that medical information seems to be isolated in various health institutions.  

In this situation, the healthcare professionals in a hospital are usually provided by 

the information created in a primary care institution by patients’ themselves. Often, if 

a patient takes medication prescribed by the primary care medical staff, when he/she 

goes to hospital, the hospital staff doesn’t know this information, unless the patient 

informs them. The reverse happens too, the primary care professionals rarely access 

the information created during the hospitalization. They receive the information only 

when the patient passes the information. Diagnostic and other reports are delivered in 

paper form or by e-mails (e-mails are common practice for sending laboratory re-

sults). In a given situation, it looks like the health professionals do not have access to 

the complete patient’s medical information.  

The situation is much worse in the pharmacy – healthcare units’ connections. In 

Macedonia, there is no state pharmacy provider and there are several pharmacy pro-

viders which have an agreement with NHIF. Each provider has implemented its own 

information system. The problem at this level is that patient can be provided by in-

formation about medicament only within the provider units and not among different 

providers. Additionally, pharmacies are not connected to the HIS at healthcare units 
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so; the patient can't obtain the information about availability of some medicament at 

the first place. The primary care practitioners can only prescribe the therapy but they 

do not know whether is the medicament available and where it can be found. This 

situation appears to be a great problem for chronic patients when at the end of the 

month pharmacy units have fulfilled their quotas for issuing certain medicaments.  

3.2 Republic of Montenegro 

Process of planned informatization of the healthcare system started in 2000, primarily 

in the area of health insurance, and since 2004, this process continued by the levels of 

healthcare through IT support to reform of the primary and secondary healthcare lev-

el, health-related statistical reporting and controls on the production and marketing of 

medicines in Montenegro. System development continued in three four-year plans for 

next 12 years. By adopting Health policy in the Republic of Montenegro until 2020 

[22], Montenegro has joined a unique international process implementing papers of 

the World Health Organization "Health for all in XXI Century" and "21 objectives for 

the 21st Century". Health policy in the Republic of Montenegro until 2020 represents 

the foundation for legislative, platform and action programs, with the objective to 

make healthcare more efficient and better quality and to include healthcare in Monte-

negro in the European and World health development process.  

The healthcare system is organized as a unique healthcare region and is based 

dominantly on the public sector. Public healthcare institutions are organized through a 

network of primary, secondary and tertiary healthcare consisting of eighteen medical 

centers, seven general hospitals, three special hospitals, the Clinical Centre of Monte-

negro, the Institute for Health and the Pharmaceutical Institute of Montenegro. The 

private sector, is not yet completely integrated in the healthcare system, comprises a 

larger number of medical centers, dental centers, wholesale medicines and pharma-

cies.  

On primary healthcare level an integral IS of Health Care Centers (together with 

stomatology and pharmacy) is implemented. Since 2009, electronic receipts, electron-

ic referrals, electronic notes of remittance for sick-leave and entire electronic billing 

system have been set in place at the primary healthcare level. All operating processes 

in providing medical services in healthcare system in primary healthcare centers are 

IT supported. Most of the health data in integral IS are generated on primary 

healthcare level. Secondary level consists of even general hospitals and three special-

ized hospitals. Tertiary level includes the Clinical center of Montenegro and the Pub-

lic health institute of Montenegro. On secondary and tertiary healthcare level an inte-

gral IS is implemented in general hospitals, the Clinical center of Montenegro, the 

Institute for public health, the Institute for blood transfusion, the Institute for emer-

gency medical services, the Public institution “Pharmacies of Montenegro 

MONTEFARM”, the Agency for medicines and medical devices of Montenegro, The 

Health insurance fund of Montenegro and private healthcare institutions that have 

signed an agreement with the Health insurance fund of Montenegro. Most of private 

healthcare institutions still do not have an integrated system and they are not connect-

ed into the network. The Ministry of health created Web Portal 
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(http://195.66.166.194:82/) with the register of all private and public health institu-

tions in Montenegro. Resource web portal of the Ministry of Health of Montenegro 

enables centralized collection, maintenance and reporting on the most vital resources 

and statistical data related to the healthcare system: the organizational structure of the 

health system to the level of organizational units within health facilities; the register 

of all employees in the health system; the register of medical equipment, presenting 

the most important medical and statistical information collected across the health 

system. 

Montenegro has chosen "strategic operability" as a leading principle in developing 

e-health system. This includes an integrative and long-term investment planning and 

phase implementation; central development for common resources such as shared 

codebooks and key registers of insured persons, drugs, health professionals, and 

health institutions; shared information system infrastructure and central development 

of key application including electronic health records, e-prescriptions and e-referrals. 

Implementation sequencing starts at the Health insurance fund information system 

and progresses along with elements of e-health development, taking efficiency and 

monetary incentives into account. 

Most business processes are now computerized, serving 340 locations and 4600 

users including general practitioners and nurses in primary and emergency care, hos-

pitals, pharmacies and in private dentist care. Systems are integrated and optimized by 

use of shared resources. Routine reporting systems provide reliable data. Information 

is used to make policymaking and management decision, which have improved effi-

ciency through the system [1]. 

4 Case Studies 

In the second phase of the project we selected case studies to investigate the possibili-

ties of dynamic SOA to improve services for all participants in healthcare system. The 

selection was done by the following criteria: 

 the current situation brings a lot of problems to patients and medical 

staff as well, 

 there is limited or no information interchange between units, 

 the healthcare units have currently operational information systems, 

 the service will be beneficial for medical workers and patients, 

 the service is provided or is partially developed in Macedonia or Monte-

negro.  

Frequent shortages of medicines and medical supplies, increasing waiting lists, in-

sufficient capacity to provide healthcare services are just some of the key issues 

which fulfill our criteria. So, we decided to develop the following services: find a 

medicine; online scheduling; online access to laboratories’ results and online consul-

tations.  

Find a medicine. At present medical staff prescribes medications to patients and 

then patients are left to themselves to find the pharmacy where they can buy the 

medicaments. The service will provide connections to pharmacy information systems 
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to obtain information about the availability of the medicine. Both, medical staff and 

patients, can use the service. Medical staff will prescribe the medicaments and pro-

vide patients with the list of closest pharmacies which have the medicament at stock. 

Patients will also be able to search for required drug and find all pharmacies that have 

it in stock. If citizen location is provided (optional parameter), service response is 

ordered by displaying nearest pharmacies first. 

Online appointments. Online appointment service will provide citizens with less 

complicated procedure of scheduling appointment with their chosen doctor or a spe-

cialist. As mentioned before this system is already partially developed in Macedonia 

and enables easy scheduling of patients' appointments. But, at present only the medi-

cal practitioners can schedule appointment to the secondary and tertiary healthcare 

units (following rules that primary care practitioners can make appointment to sec-

ondary care units and secondary care practitioners can make appointments to tertiary 

care units). Our aim is to enable the system to be used by patients and to provide a 

selection of practitioners in the private care, too. Patients would contact service and 

supply their identification, and service will list free time slots and enable section of 

date and time to schedule an appointment. The system will enable rescheduling or 

cancelation of the appointment, too. Dispatching automatic or manual reminders to a 

patient for upcoming ordinary or extraordinary appointments would enable doctors’ 

better time management of working hours because it would be less likely for patients 

to forget or skip the appointment. 

Online access to laboratory result. At present, patients themselves take the labor-

atory results or some laboratories provide results deliveries by e-mails. We aim to 

provide full online access to the results as soon as there are produced. For this pur-

pose, the notification service is required. This service will provide signalization to 

both patients and medical staff. The service, we hope will drastically reduce waiting 

times for patients and workload for medical workers.  

Online consultation. This service will provide access to reviews of other doctors 

available for consultation and/or referral to doctors for further treatment. Cooperation 

and collaboration between doctors can be further improved by enabling online com-

munication between medical staff, providing forum for communication, enabling 

advanced search to reported patient’s case studies, etc. The Macedonian partner al-

ready researched this topic by developing a prototype for Internet medical consultant 

— a knowledge-sharing system [15].  

5  Services Requirements 

5.1 Interoperability Model 

Interoperability (IOP) between different HIS is one of the key features of high quality 

systems. European Interoperability Framework (EIF) [6], that is promoting seamless 

services and data flows for European public administrations, is defining interoperabil-

ity as "the ability of organizations to interact towards mutually beneficial goals, in-

volving the sharing of information and knowledge between these organizations, 
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through the business processes they support, by means of the exchange of data be-

tween their ICT systems". EIF differentiates the four layers of technical, semantic, 

organizational and legal IOP. In addition to those four layers of IOP, Standards Insti-

tute (ETSI 2006) introduces the layer of syntactic IOP between the technical and the 

semantic IOP [10]. Therefore, we now have final IOP model with five IOP layers 

presented in Table 1. 

Table 1. Interoperability model 

Layer of IOP Aim Objects Solutions 

Technical IOP Secure data transfer Signals Data transfer protocols, e.g. 

TCP/IP 

Syntactic IOP Processing of data Data Standardized data exchange 

formats, e.g. XML, HL7 

Semantic IOP Processing and interpre-

tation of data 

Information Common directories, data keys, 

ontologies, e.g. RDF 

Organizational 

IOP 

Automatic linkage of 

processes among differ-

ent systems 

Processes 

(workflow) 

Architectural models, standard-

ized process elements (e.g. SOA 

with WSDL, BPML) 

Legal IOP Coherence between 

legislation 

Legislation Laws, policies, procedures and 

cooperation agreements 

 

All of the above-mentioned services require seamless communication between all 

actors involved in modern healthcare delivery (patients, doctors, public and private 

hospitals, laboratories, pharmacies etc.), and all levels of interoperability should be 

covered. Data between systems should be exchanged with respect to security stand-

ards (TCP/IP and HTTPS protocols with SSL protection) and standard data exchange 

formats will be used (XML and JSON). In the world of healthcare, there is large 

number of vocabularies that exist across content and application vendors [2], and 

semantic interoperability can be achieved by retrofitting existing standards via map-

pings to and from RDF [4, 11], and by using the W3C’s Web Ontology Language 

(OWL) to create OWL ontology for each standard. To achieve organizational interop-

erability between hospitals and\or pharmacies, standard messaging formats should be 

used for all systems (XML and JSON) and mechanisms for translating internal code 

sets from one system into something that other system can understand will be devel-

oped. Legal interoperability will be provided by adopting rules defined in the Health 

policies developed in both countries. [11] Each policy contains development of e-

services and future IT system and their interconnection with the existing IT healthcare 

system. 

5.2 Security Requirements 

All services will have to respect security standards and ensure protection of both, 

client and server data. To have access to services, citizens will have to authenticate 

themselves. There are different approaches how patients are identified in both coun-
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tries. For example, in Montenegro, each patient is authenticated by Personal Identifi-

cation Number and the number of his/her health card. This combination is unique for 

each citizen, and is composed of two unique numbers that should be known only to 

them. This will allow to the system to ensure that the client is a citizen of Montenegro 

and that he/she has health insurance (authorization), and citizens are certain that their 

personal data cannot be accessed by the third party (authentication).  

Health care institutions employees that have access to the services will have to au-

thenticate themselves with the unique username and password released by the health-

care IT system support authority. Several levels of authorization will exist, allowing 

employees to access only services that are in their competency.  Every access to the 

system will be logged, saving authentication data, date and time of the access, re-

quests sent and eventual changes to the database. This will allow the system to deter-

mine responsibility for every action performed over the system. 

To prevent “man-in-the-middle” attacks, application server will have to implement 

SSL security standard that will establish an encrypted link between a web server and a 

client’s browser. That way, all data transferred between a client and server are en-

crypted and illegible by anyone who should intercept it during transfer.  

To prevent SQL injection attacks, all database accesses should use prepared state-

ments with variable binding (parameterized queries). Parameterized queries force the 

developer to first define all SQL code, and then pass in each parameter to the query 

later. This coding style allows the database to distinguish between code and data, 

regardless of what user input is supplied. Prepared statements ensure that an attacker 

is not able to change the intent of a query, even if SQL commands are inserted by an 

attacker. 

Data exchange between client and server should be performed in markup language 

(XML, JSON…). This will ensure data compatibility between different systems and 

facilitate data validation.  

5.3 Hardware Requirements 

To define hardware requirements, we used the experience of colleagues from Monte-

negro. So, in the paper we describe only Montenegro case. Similar analysis can be 

performed for Macedonian case.  

As mentioned before, based on estimates from experience on working on imple-

mentation of current healthcare IT system in Montenegro, hardware configuration 

supporting application server should be able to handle about 50 000 requests per day, 

that will break to 2083-6250 requests per hour, with peaks up to 8500-12500 request 

per hour (based on statistics that show that 50% of daily traffic occurs in a roughly 3-

hour peak period [7]). If we abundantly estimate every request data transfer size to 

250KB (although it will be much lower), we arrive at 10-12GB of data traffic per day, 

or 867.5KB per second during peak hours, which is equivalent to 7 Megabit per sec-

ond of required upload/download link transfer speed respectively.  

Database handling large number of requests should be able to handle around 1000 

concurrent connections to a database (including system connections), which should 
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not be a problem for modern day database systems. For example, Oracle 12c database 

has set their maximum number of concurrent connections to a database to 2047. 

5.4 Ontology 

Ontology describes hierarchical definitions of important concepts in a domain and 

descriptions of the properties of each concept. The main question is to develop a sin-

gle ontology for all services or to develop ontology for each service. Taking into ac-

count the complexity of the system, we decided to develop ontology for each service.  

6 Conclusion 

Development of an integral HIS for one country is a very difficult and challenging 

task and usually it takes more years to be implemented. Both countries Republic of 

Macedonia and Republic of Montenegro are committed to developing and implement-

ing an integral HIS, however the implemented parts in both countries are at a different 

level. Moreover, the similarity of the organization of healthcare in both countries 

provides opportunity to suggest similar solutions for the services in an integral 

healthcare system. 

The paper presents possible case studies where dynamic SOA can help to improve 

healthcare systems in both countries. All services can provide better communication 

and data interchange between different healthcare units and centralized data analysis. 

As a result, these services will provide benefits to all stakeholders. 
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