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Abstract. Coorporate networks are running diffrent applications which support 
the execution of business processes. These networks have to provide proper 
level of Quality of Service (QoS) according to the requirements of an entire 
business process. Still, this can not be established using traditional QoS 
mechanisams which do not take into the account the requirements of the 
bussiness side. This paper presents two different approaches for classification 
and provisioning of novel QoS schemes which integrate with the emerging 
business processes and dynamic requirements from the infrastructure. Each 
approach focuses on different parts of the system where context-aware in-
telligence can be applied to meet the QoS needs, for better Quality of 
Experience (QoE) for the end-user. The advantages and disadvantages of each 
approach are presented through results gathered from an environment which 
runs several business applications, where QoS is applied. 

Keywords: QoS, QoE, Context-aware, Infrastructure, Middleware, Classifica-
tion, Provisioning. 

1 Introduction 

Modern network infrastructures are rapidly changing their behavior and outlook. 
Different media - data, video, and voice are already widely consolidated into a con-
verged network creating single, standard based, modular infrastructure that gives or-
ganizations more efficiency and simplified management. The convergence of the 
network infrastructure has not only changed the network models, but it has also af-
fected the way the network supports services and applications. The challenges for the 
future development in the field of network management include the need to make the 
network application aware, for the optimization and cross-layers security, which 
should result in more efficient delivery of business applications to the end-users. 
Business processes relay on different applications running within the network 
infrastructure, so different approaches must be evaluated and adopted for successfully 
reaching business objectives with positive expirience for the end-user. The large 
amount of data within the converged network may introduce bottlenecks at certain 
part of the infrastructure, so appropriate measures must be taken in advance, to avoid 
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the problems that may occur and provide stable, efficient, cost-effective solutions. 
QoS is mechanism, usually defined as a set of requirements that need to be met by the 
infrastructure while transporting a data stream from the source to the destination. The 
traditional QoS mechanism deal with the technical behavior of the protocols, services 
and the application within the network, so upgrade of QoS approaches based on 
context-base recognition must be defined, evaluated and tested, to ideally give 
solution that is not application dependent and can meet the end-user requirements.  

In our mothodology, the traditional QoS mechanisms serve as a base, which is 
built on, by adding context-aware QoS-drivers and Middlewares into the 
infrastructure. Still, we must realize that the end-users are not interested in the 
provisioning and control mechanisms that are implemented in the infrastructure. They 
expect proper implementations that will deliver best services which will support their 
bussines processes. In the last years, Quality of Experience (QoE) [17] has emerged 
as a full scale evaluation of systems‘ performance in terms of end-user expectations. 
Therefore, beside the techincal setup, we investigate the relations among QoS 
variables that may impact the degree of end-users' satisfaction and perceived quality. 

The main contribution of this paper is the presentation of two different approaches 
for classifications and provisioning, that can give added value to the existing QoS 
mechanism and built context-aware QoS, which can meet the business needs at the 
end and provide positive QoE. These approaches focus on different points of the 
infrastructure and based on preliminary tests within proper environment, generate 
results that produce concepts and guidelines how the QoS schemes should develop in 
the future. Furthermore, application and services are accessed by different kind of 
device like desktops, laptops, ip phones etc, so the context-aware QoS should provide 
different aspects for each one. Focusing on the users‘ point of view, the two 
approaches are evaluated in a form of end-users‘ perceived QoS, referred as QoE.  

In section 2, the system infrastructure and the different approaches for context-
aware QoS are presented; analyses and related work are given in section 3, while 
section 4 concludes the paper. 

2 Different Approaches for Classification and Provisioning 

In this paper, the context of the business process, as an input to a context-aware 
classification and provisioning, is researched through two different approaches in the 
same system infrastructure in order to provide results and determine the correct 
concept for development. We focus on different parts of the system where context-
aware intelligence can be applied, try to improve the performance based on the 
bussines needes and evaluate the system’s performance and subjective end-users 
indicators in terms of QoE. The system infrastructure is consisted of a live 
environment with several switches, routers and client devices, application and 
database servers. It represents a wired local and wide area network, which has 
congestion at certain points, during specific time periods during business hours. This 
system was used to test the behaivor of the proposed approaches for classification and 
provisioning,. We focused on achieving transparency to already implemented QoS 
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mechanisms in the network, by adding an additional layer for context-awareness. A 
good system infrastructure, where different scenarios can be tested, has to be defined 
with several traffic classifications which should be provisioned accordingly, to 
provide consistent and predictable performance.  

Different production environments can have different protocols, services and ap-
plications running inside. So the number of classes of the traffic that should be taken 
into the consideration, which should have good representation of the actual situation, 
can vary from two-three to nine-ten different classes.  

Having all this in consideration, we have chosen to classify the traffic evaluated in 
our system infrastructure in six different classes, as shown on Figure 1. 

 
Fig. 1. Traffic classification in the system infrastructure 

In our opinion, the number and the nature of the chosen classes, is sufficient to 
cover broad range of production infrastructures in different corporate organizations. 

The system runs different business applications for everyday operations, so it can 
provide accurate results based on the business needs. For example, on of them is the 
business application for "on-line auction of state bills”, which is implemented on the 
application level. This application requires strict priority and mission critical 
provisioning for half an hour twice a week, while online auctions are in place, and 
should have bulk provisioning for the rest of the business hours while reports and 
statistics are being retrieved. After business hours this application should have best 
effort provisioning. Besides this time-based context behavior, this example was tested 
for specific tasks and steps within the application. Some tasks and steps are more 
important and mission critical, so they should be treated accordingly. The proposed 
approaches for classification and provisioning should generate results for the behavior 
of the context-aware QoS, and possibile provide efficiency and excellent user 
experience. 
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2.1 Context-aware Approach with QoS Middleware 

This approach is designed to implement transparency for the existing QoS mecha-
nisms in place and introduce additional QoS Middleware layer [2] positioned on the 
application servers or gateways into the infrastructure [3], [4]. The network infrastruc-
ture and the transport layer are already configured according to the predefined policy 
for provisioning of different classes through the slow links, so this layer will 
introduce a business intelligence and classify the traffic depending on the business 
needs.  

The design of the Context-aware approach with QoS Middleware is shown on Fig-
ure 2 

 
Fig. 2. QoS Middleware within the application server 

This layer is placed on the application servers in the infrastructure and is config-
ured to reflect the business needs [8], [10]. Since IP is chosen as a network protocol in 
our research, which is the most common protocol these days, within the Middleware 
packets are marked using the DSCP field in the IP header [1]. Depending of the busi-
ness logic at specific moment, the Middleware application marks (colors) the packets 
accordingly. For the “on-line auction of state bills” example, the built in intelligence 
into this layer, was programmed to classify the data differently for predetermined time 
periods during the work day, so the packet leave the application server already classi-
fied. It also reacts at specific steps and tasks where possible. 

 In this way, the networking infrastructure and its’ predefined policy for provision-
ing, follows the desired classification and handles the business application as need, 
introducing a context-aware infrastructure and QoS in the places of the network 
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where needed. The different types of traffic depending of the classification are col-
ored to our needs using the DSCP field. Table 1 shows the markings we have chosen 
for the six different classes presented in our scenario [1]. 

Table 1. Classification and markings for different types of traffic. 

 Traffic class DSCP Layer 3 CoS Layer 2 
1. Voice, Video, Streaming 46 5 
2. Mission-critical 26 3 
3. Transactional 22, 20 2 
4. Bulk 12, 14 1 
5. Best effort 0 0 
6. Scavenger data 2 0 

 
Most of the standardized equipment is able to recognize the markings and 

provision the traffic accordingly [12]. For the ISO/OSI reference model Layer 2 
devices, traffic is being marked at Layer 2 by copying the DSCP markings [1] (that 
come from the Middleware) when they enter the device, so they can follow the QoS 
policy at this layer too.  

For this approach, the existing QoS policy was altered to embrace the new QoS 
Middleware, so the overall policy can now reflect the business needs by possible 
providing an incresed level of  QoE. 

The results of this approach have shown that the whole infrastructure can change 
and meet the business needs. The Middleware positioned on the application servers 
[3], [4], [11], [14] is a place where most of the development should be done, since the 
overall QoS policy is now stored in the Middleware database. In our environment this 
layer was able to deal with the applications that were passing through the application 
servers and provide adequate treatment. Diffrent devices present in the environment 
like the IP phones, multimedia streaming servers, mark the traffic accordingly, are 
part of the overall QoS policy and have their place in the Middleware database only 
for informational purposes, since their traffic classification is still static.  

The results have shown that the infrastructure was behaving to our expectation and 
was providing results for context classification and provisioning. The Middleware 
layer needs to be further developed to be more integrated into the business application 
and provide even deeper understanding of the application itself when needed. The 
Middleware was able to follow the predefined behavior of the applications and also 
produce results that are aligned to the dynamic requirements of the users while using 
the application by situation analysis. These preliminary results give positive impulse 
for developing this approach into a larger concept for context-aware QoS 
classification and provisioning of the traffic through the overall infrastructure. 

2.2 Context-aware QoS Approach within the Infrastructure Equipment 

The second approach we suggest is to implement context-awareness within the 
infrastructure equipment itself. The system infrastructure in our environment has 
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sophisticated networking routers on the bottleneck points of the network, which are 
designed and configured to have collaboration with the application layer of the traffic 
that passes through. Following this design, the infrastructure itself has application 
recognition Middleware, which can be programmed to the business needs and tested 
for results. 

The already predefined policy for classification and provisioning used in our 
previous approach was reflected in this approach too, so the results can be evaluated 
and compared. The application for “on-line auction of state bills” was also tested in 
this approach and the infrastructure was programmed to follow the mentioned 
business needs. The application recognition layer of the infrastructure was configured 
to be context-aware and to classify and provision different protocols and applications.  

The design for this approach is shown on Figure 3. 

 
Fig. 3. Application recognition within the transport infrastructure 

With this approach the packets are not marked using the DSCP field in the IP 
header, because the context-aware intelligence and the provisioning devices (routers) 
are in fact the same infrastructure [9]. In this way, the decisions could be made direct-
ly on the device itself by assessing the business needs and provision the traffic ac-
cordingly. 

When the intelligence is implemented within the infrastructure, the capabilities of 
the devices to recognized different types of traffic can be used in advance, when the 
QoS classification and provisioning mechanisms are being planned. Therefore, in this 
approach we have designed two phases scenario which included: 

� Discovery phase, which was running for one week, while the routers were gather-
ing information and building statistics for the traffic in the infrastructure;  
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� Classification and provisioning phase, which used the gathered information of the 
previous phase, so we can configure the devices to classify the traffic according to 
the behavior of the network. 

 Most of the vendors that offer networking infrastructure devices that support ap-
plication recognition and intelligent integration with the infrastructure, are able to 
recognize large amount of standardized protocols, services and applications, with low 
impact of devices’ resources. The discovery phase produced information about the 
traffic based on this intelligence. It also produced information that the devices could 
not automatically understand which came from the non standardized business applica-
tion. So within this approach, through configuration of the devices, additional filters 
are implemented to produce additional layer, which can recognize the desired applica-
tion and meet the user requirements at the end [13]. The previously mentioned six 
different classes are easily implemented within this approach too.  

The results of this approach have shown that the infrastructure itself can be tailored 
to meet the business needs. The tested applications showed that the system was posi-
tioned to their QoS requirements and could be considered as a concept that can be 
treated as a context-aware QoS approach. The additional devices present in the re-
searched environment like the IP phones, multimedia streaming servers were easily 
integrated and covered with the overall QoS policy through this approach. 

On the other hand, this approach was showing less flexibility and scalability than 
the previous approach. Its capability to take into account the dynamic requirements of 
the business process and ideally permit application-independent usage was limited 
and was showing difficulty for rapid development. The results have shown that this 
approach can match most of the protocols, services and applications and can be aware 
of their behavior, but mostly in a predetermined way. For example, it could follow the 
time-base behavior of the application which was predefined in advance, but showed 
little inside understanding of certain tasks and steps within the business process itself. 
The implemented filters within the infrastructure, which have produced the additional 
context-aware layer, were difficult to program to meet the complete requirements as 
mentioned. 

Still this scenario have shown that this concept has room for development and can 
produce better results in the future to provide fully and easily managed context-aware 
QoS system. 

3 Analysis and Related Work 

Efficient access to the information which should be available for the relevant recipi-
ents is decisive competitive success factor. The business processes are prioritized as a 
result of the business assessment in the organization, so the infrastructure must be 
aligned to meet the business objective.  

By covering different approaches, we have tried to give relevant results that can 
develop concepts for QoS context-awareness with a novel QoS schemes.  

The first approach was better in providing results for context classification and 
provisioning than the second approach. By focusing on the application Middleware 
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layer directly, we were able to create intelligence that builds an overall QoS policy in 
direct link with the business assessment processes. Even more, this approach may 
eventually produce full concept for solutions that will ideally create application-
independent system that focuses only on business requirements. 

The second approach provided interesting results as well. By positioning the intel-
ligence in the infrastructure layer, which provided a discovery phase of the underlying 
traffic, we were able to gather more information about the actual network itself. This 
information was used when the QoS policy was created for better alignment towards 
the business processes. Still it lacked the dynamic behavior of the previous approach. 

To provide quantitative measures for each approach from the end-users’ point of 
view, we have tested the behavior of the “on-line auction of state bills” application 
and gathered statistical data for the experience of 39 different users. Graded by hu-
mans, and therefore, somewhat subjective, the range of QoE score was from 1 to 5, 
where 1 is unsatisfactory and 5 is excellent. The infrastructure equipment reported 
high network utilization (close to 100% of the available bandwidth), while the users 
were evaluating the behavior of the application. These end-users expressed their QoE 
while evaluating the application on two different aspects: 

� Predefined time-based behavior of the application; 
� Random steps and tasks with critical importance within the application. 

The summary of the surveys’ response data is presented in Table 2 (predefined 
time-based behavior) and Table 3 (random steps and tasks) represented as mean, 
standard deviation, skew and kurtosis.  

Table 2. QoE grades from both approaches for the tested predefined time-based behavior of the 
application. 

 Mean Standard  
Deviation 

Skew Kurtosis 

First approach 4.64 0.639 -1.598 1.445 
Second approach 4.08 0.906 -0.658 -0.399 

 

Table 3. QoE grades from both approaches for the tested random steps and tasks of the 
application. 

 Mean Standard  
Deviation 

Skew Kurtosis 

First approach 4.28 0.741 -0.505 -0.978 
Second approach 3.53 0.810 0.076 -0.362 

 
From statistical point of view the results in both tables illustrates the normality of 

the surveys’ data. Since absolute values of skew > 3.0 are described as “extremely” 
skewed and kurtosis absolute values > 8.0 suggest a problem [16], surveys’ data pre-
sented in the study provide relevant information.  
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The presented results illustrate how the end-users’ QoE was influenced while clas-
sification and provisioning was implemented within the system following both ap-
proaches. In this paper, we didn’t focus on the technical behavior of the system, since 
the subjective QoE of the end-users provides relevant information from the business 
point of view. The end-users were not aware of the technical setup, so the produced 
results could provide information about the relation between the actual QoS imple-
mentation and the end-users’ QoE. The data show that the first approach provided 
higher level of positive QoE (higher mean scores) for the end-users when the applica-
tion was tested during the predefined time-based behavior and for the random steps 
and tasks. The end-users reported that the second approach also provided high level of 
positive QoE for the predefined time-based behavior of the application, but didn’t 
perform adequately while random steps and tasks were tested within the application. 

In our opinion, this research has shown that a combined approach can be designed, 
and if planed well, it can produce even better result for the context-aware QoS.  

 The system infrastructure in our scenarios represents a wired local and wide area 
network. Additional results can be achieved by extended the scenarios and introduc-
ing Wireless Mesh Networks [6] or Mobile Networks [7] in both approaches. Differ-
ent authors have already explored support for discovering context, based on the needs 
of various mobile applications/agents, acquiring contexts from various sources, and 
deliver the acquired context data to mobile applications/agents. 

Furthermore, existing Wireless or Mobile Middleware [5] can be incorporated in 
the infrastructure as added layer for context-aware intelligence in the system, which 
can give additional relevant information to broaden the concepts that have been ex-
plored in our work. 

4 Conclusion 

In this paper we have presented two different approaches for context-aware QoS 
which are providing positive QoE for the end-users. Each approach was tested with 
the real business case scenario and preliminary results were obtained. The advantages 
and the disadvantages of each approach are explained through presentation of the 
results. The paper follows user oriented approach, by focusing on positive end-users’ 
experience, a key driver of technology acceptance, adoption and usage behavior. 

 In our future work, we plan to continue focusing on QoE of the end-user in dif-
ferent production system [15], while using these approaches and provide additional 
results. We will provide some quantitative measures that can specify if a specific 
system can reach the business objective while further researching both approaches. 
This future work will focus on development of neuro-fuzzy model, which can be used 
to identify the causal relationship between input parameters of both objective (tech-
nical) and subjective (end-user oriented) nature, towards resulting QoE measurement. 
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