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Abstract. The cloud computing architecture is composed of various types of
configurable distributed systems with a broad range of connectivity, accessibil-
ity and usage. Authorization and authentication are two important security
mechanisms in the cloud computing, especially in securing authorized accesses
to services and resources. With proper security management, authentication and
authorization also provide managing and preventing the various unauthorized
accesses in the cloud system. Securing services in the cloud, controlling access
to resources through the proper authentication and authorization mechanisms,
protecting and providing their security are considered critical tasks for the cloud
service provider. In this paper are surveyed issues that are related to authentica-
tion and authorization management of services in the cloud environment. Here
are studied and compared details about cloud computing services and providers,
with particular emphasis the service oriented cloud computing architecture in
terms of authentication and authorization. The existing mechanisms of authenti-
cation and authorization in the cloud computing are discussed comprehensively
and their necessary requirements, evaluating them against the respective re-
quirements.

Keywords: Cloud Computing - Service Oriented Cloud Architecture - Authori-
zation - Authentication - Security.

1 Introduction

Cloud computing is a collection of various configurable computational resources such
as networks, servers, storages, services and applications which can provide users flex-
ible as well as on-demand access [1, 2]. It also offers very cost-effective demand ser-
vice and stability [1, 3, 4], highly efficient processing and accessibility of resources.
Cloud providers take responsibility for the optimization of resources [5].

The deployment models associate the aim and existence of the cloud computing.
There are three categories of the deployment model, respectively public cloud, private
cloud and hybrid cloud [6 - 10]. Cloud computing essentially offers three separate
service distribution models: Software-as-a-Service (SaaS), Platform-as-a-Service
(PaaS) and Infrastructure-as-a-Service (laaS) [6, 7, 8, 11, 12] as depicted in Fig. 1.
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In terms of cloud services, authorization and authentication as the key issues
should be ensured [2]. In cloud computing are needed robust mechanisms of
authentication and authorization in order to protect and maintain its resources [1].
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Software as a Service (SaaS)
Applications and software
e.g. Office 365, Google Apps, Cisco WebEX,
Salesforce.com

Platform as a Service (PaaS)
Application development platforms
e.g. Microsoft Azure, Amazon Web Services,
Amazon Simple DB/S3, 3tera, Openshift,
Google App Engine
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Infrastructure as a Service (laaS)
Hardware and virtual machines
e.g. Google Compute Engine, Amazon Web
Services, Amazon EC2, GoGrid, Rackspace,
Cisco Metapod, Microsoft Azure, Flexiscale

Fig. 1. Cloud service distribution architecture

In the cloud, security is considered as the serious concern because the cloud
service provider (CSP) enables the distribution of resources across
members/organizations and it needs to define who has authorization and how it can
have accessing in resources. Based on this issue we have two basic concepts of
security, i.e., authentication that is a process that enables confirmation of the claimed
identity for systems that enables identifying their entities securely, while authorization
is considered as a systematized mechanism from the system that determines the
access level of authenticated entities in secured resources. These two steps must be
executed sequentially to provide the appropriate level of cloud security [13-16]. The
convenient authentication and identification of cloud entities is essential in order to
prevent unauthorized access. This is hard to maintain because many services as well
as CSP and their employees can access to common resources [17].

The concern of the CSP is that its services and resources to be accessible for the
authorized entities. If the cloud does not support and contain adequate access control
policies, it will be often vulnerable to different threats and attacks [17]. Cloud compu-
ting can be attacked from conventional security attacks of systems: malicious code
(viruses and Trojans), back door, Man-in-the Middle and Distributed Denial-of-
Service (DoS) attacks, the API that is insecure, abuse and misuse of cloud computing
and malicious interference within the cloud. Because of these attacks, cloud services
can be inaccessible and have bad impacts. For CSPs, ensuring that their services are
completely accessible and usable at all times is an essential and main requirement. In



such circumstances, resources can be faced with issues such as privacy and unauthor-
ized access [18].

Even the confidentiality and integrity of resources should not be compromised in
any way, in cases where services manipulate resources in the cloud, but also in cases
when they are stored on servers of third party public cloud. Therefore, an adequate
mechanism for access management and control is essential and plays an important
role in the above cases. Cloud providers must provide essential features for control-
ling unauthorized accesses, such as ensuring secure access to the services, defending
access of service’s resources from other services, controlling access to services ac-
cording to their previously determined privileges, i.e. to maintain and manage the
rules of access control constructively [17].

In cloud environments, CSPs are accountable for identity and other types of man-
agement. Nevertheless, because of the weaknesses in identity management systems, a
significant number of resource leakage problems are caused. The absence of an effec-
tive mechanism affects in many issues in the cloud computing environment, including
identity management, service security, privacy and resource leakage [1].

This work presents a comprehensive analysis and literature review with the pur-
pose of better understanding different authentication and authorization techniques of
cloud computing architecture services, which can point the way for future study and
research.

2 Methodology

This paper provides a survey and literature review from various credible resources
which they describe aspects of authentication and authorization about the cloud com-
puting architecture. The relevant study provides the most important and useful tech-
niques related to the authentication and authorization of cloud computing services,
which can provide several directions on how services can be developed and designed
in the cloud architecture based on genuine authentication and authorization techniques
and mechanisms. The analyzed subject is extraordinarily wide, so it is impossible to
describe all the topics covered in the relevant subject. As a result, we have briefly
discussed several related subjects.

Based on searching in the databases of Google Scholar, IEEE Xplore, ACM,
Springer and Elsevier, we have picked the relevant and most cited papers that relate
and describe the aforementioned technologies. According to the title of the paper,
keywords and the content of the analyzed papers, we have separated the paper into the
following sessions: Cloud Computing Security Issues, Cloud Computing Authentica-
tion Mechanisms and Cloud Computing Authorization Mechanisms. Each technology
discussed in the paper has its advantages and disadvantages, therefore referring to
these two features are given several recommendations for future research.

3 Cloud computing security issues

Cloud computing includes security issues related to Internet-based distributed services
such as security technology of visualization, service availability, traffic handling,



service security, access management and control, authentication and authorization [2,
13, 17]. The security of cloud computing is based on a variety of infrastructures, ap-
plications and security policies that are used for service security in the cloud envi-
ronment. There are used different technologies, including intrusion detection systems,
firewalls and segregation of obligations on various cloud service models and layers
provide security in the cloud computing [15]. In the security of the cloud services are
contributing the mutual authentication and security standards of web services [1].

The architectural design, attack areas, preventives from different attack ways and
access controls are involved in cloud security [2, 17]. The services based on the cloud
are accessible from the cloud users, but their security can be influenced by the APIs
and protocols utilized that they can also generate cloud computing insecurity [2]. The
service provider must care that cloud services, resources and infrastructure to be se-
cured in the cloud environment [1].

There are humerous security problems that jeopardize resources and services in the
process of service access and resource storage in the cloud environment. One such
issue is the case of resource storage with the support of third party organizations
which can sometimes have a compromising role as a malicious attacker. The best
practices enable the cloud service providers to overcome these security issues and to
secure their network by updating it with the package of security requirements such as
managing users, roles and identities; ensuring the appropriate protection of services
and resources, enforcing policies for ensure of services and resources; review the
security facilities for cloud services; assess security mechanisms on cloud environ-
ment and provisions; etc. One of the best practices for estimation of cloud services is
the identity and access management (IAM) [1]. Currently it enables efficient security
and identity management and access control to cloud resources and services for regis-
tered subjects in cloud systems [1, 2, 17].

In addition to providing security which is essential for the cloud environment, IAM
systems enable various security operations in cloud computing including authentica-
tion and authorization. The identity of each entity must be verified first, i.e. passing
the authentication process that is followed by the authorization process, for having the
appropriate access level to resources [1, 2, 17].

In the following, in each subsection of this section a security property is included.

3.1  Security polices

Preventive measures through appropriate security policy rules like identification and
authentication, logical service access control, protection services, secure service man-
agement, handling cloud security incidents, service access control and resource use
and protection of cloud systems against attacks are included in security policies [6].
The relevant security policy rules should enable a secure operating environment,
without affecting the performance and reliability of the cloud [6, 16]. Security poli-
cies operate and derive according to regulatory authorities. They include different
“service-level agreements, client/service management issues, and antecedent trust”

[6].



3.2 ldentity and access management

Identity and access management (IAM) stands for security related mechanisms that
enable resource security and maintains the cloud service identity. It has the possibility
to perform many functions such as identity management, maintenance, policy en-
forcement, authentication and authorization. |AM verifies whether the correct identi-
ties are used for certain services. It manages them and provides security for the re-
spective identities. Through the 1AM is enabled the authentication of users, services
or other system resources. It allows or denies the access right to resources. In the case
of access to any application, the service does not request that its identity to be stored
or to be authenticated by the authentication mechanism. The identity verification as a
process can be passed to a trusted identity provider in order to be reduced the ser-
vice/application load [1, 15].

IAM can be used in organizations, enterprises, private enterprises and cloud pro-
viders. It can be used in cloud computing to identify cloud objects, entities, control
the access of services to resources based on predefined policies. There are numerous
operational areas and multiple of them relate to IAM. These operational areas related
to 1AM include authentication and authorization management, federated 1AM and
compliance management. The authentication management through 1AM enables that
usernames, passwords and digital certificates in the cloud to be managed properly and
securely. It also provides the possibility of authentication of cloud services by utiliz-
ing the identity provider. Once the authentication is successful, the authorization
mechanism is considered, which determines whether the authenticated entity can car-
ry out any operation within the certain service [1].

The IAM system is provided by many organizations to protect re-
sources/information by controlling and managing service access permissions. Sail-
Point, IBM, Oracle, RSA and Core Security are the most widely recognized the IAM
system providers. Four main solutions for cloud security are offered by Oracle IAM.
The first solution offered by Oracle IAM is identity management by including "self-
service account request, identity lifecycle management, password management and
enterprise role management” [1]. The management of authentication and trust of ser-
vices is offered as the second solution by Oracle 1AM by including specifications
such as privacy, single sign on and identity federation. As a third solution offered by
Oracle IAM is the access control by including features such as fine-grained
rights/privileges, authorization based on risk and security of web services. The identi-
ty and access administration is offered as a four solution by Oracle IAM by including
features like role mining and applying, certification, resource analysis for identity and
embezzlement-prevention and directory services (database security for services, con-
sistent storage, etc.) [1, 6].

4 Cloud computing authentication mechanisms

The mechanism that is used to verify the identity of the user/service is called authen-
tication. In the cloud system, authentication means that the right user is getting access
to the resources provided by the cloud provider [15]. Authentication is considered the
mechanism which enables through one entity to approve another entity [11]. Its pur-



pose is to ensure that the proper person or application is accessing certain resource
[2]. The authentication as a process is performed through the software or as a part of it
[1].

Cloud computing authentication is ensured if the resources stored in the cloud are
accessed; in this situation the identity of the user is offered to the cloud service pro-
vider [15]. Cloud provider is able to choose and provide different authentication
mechanisms that have various strength of security. Reliability and integrity determine
the strength of these mechanisms [16].

In Fig. 2 is presented the general authentication scheme in the cloud systems. Users
for using the services in the cloud server must be verified by the authentication server
and then access to the cloud server. Its strength has an impact on the cloud environ-
ment in terms of reliability and security [15]. Access permissions are granted to users
when they introduce themselves with something that is convenient for the system,
such as a card number or password, which is dedicated to users and defined by them
[6].

In the following are presented and discussed several digital security authentication
mechanisms [1, 6] that are very important and enable the service oriented cloud com-
puting authentication.

=

Authentication
server

Cloud servers

Users

Fig. 2. The general authentication scheme in the cloud systems [15]

4.1 Password authentication

Password authentication is considered simple and not complex to use. It must have a
complex composition and be regularly renovated to keep the possible degree of secu-
rity. This authentication technology is known for its weaknesses, so even if the
username and password are provided correctly, it is still hard to verify whether the
owner of the given credentials is the rightfulness and the resource request is sent by
the right owner. It often happens that users reuse passwords when they are authenti-
cated in different cloud services. Usually, the high security risks in user account in-
formation come mainly from fragile password practices. In the latest cloud deploy-



ment, password authentication is the simple model of the challenge-response authen-
tication protocol [16, 19].

The challenge-response authentication protocol is a set of protocols where one pair
presents a “challenge” (to be responded) and another pair must provide a valid “re-
sponse” (the answer needs to be validated (checked)) for the question (challenge) in
order to be authenticated. These protocols request the claimant to prove its identity to
the verifier by presenting its information as secret value which only the claimant
knows and they are not disclosed during the authentication process, as part of the
authentication protocol [19, 20].

4.2 Public key infrastructure authentication

Public key infrastructure (PKI) authentication as an authentication method based on
public key cryptography. This authentication mechanism allows users to authenticate
other parties through a certificate without distributing their secret information [15].
The right level of trust in the cloud is achieved when the Trusted Third Party (TTP) is
used, which it provides the solution for maintaining confidentiality, integrity, resource
authenticity and communication. Joining two authentication methods, respectively
PKI and TTP and their application in the cloud result with strong and effective au-
thentication and authorization in that system [16]. In order to provide proper authenti-
cation, PKI is used to develop and design Secure Socket Layer (SSL), Transport Lay-
er Security (TLS) and Secure Electronic Transaction (SET). SSL, TLS and SET are
security protocols [15, 19]. PKI's effectiveness lies in managing private key access,
identical to other forms of encryption systems [15].

4.3  SSO and cloud federation authentication

Since the applications of SaaS need a centralized management system which restricts
the software polices, the traditional mechanisms of authentication are not always con-
sidered appropriate for remote authentication. Clients can use many services in the
cloud, therefore they cause many requests for logging and these bring different prob-
lems. This happens as a result that a single consumer should maintain a large amount
of credentials. Based on the above mentioned reasons, the Single Sign-On (SSO)
mechanism is considered as the potential solution for such issue [7].

Federated identity is really a valuable functionality for managing identity. The fun-
damental principles and protocols for federated authentication of the cloud service are
considered OpenlID, Open Authorization (OAuth), and Security Assertion Markup
Language (SAML) [15]. SAML, OAuth and OpenID offer SSO facilities by enabling
the Identity Provider (IdP) to exchange information of authorization and authentica-
tion with the Service Providers (SPs) [1].

431 Single sign-on

SSO is a system (mechanism) for identity management in which a user can be authen-
ticated through a single authentication. Then, the user can access to the specific re-
sources by not repeating authentication (without logging in to an application/service



again). SSO [13] is considered something as a passport that is used for authentication
only the first time. The user does not need to login again, for other sites or a process
in which is applied this authentication mechanism. Multiple clients are defined by this
protocol. Such clients can access resources and application/service. When a consumer
(user) uses the SSO [14], it usually has the proof through which verifies its identity
and access. Afterwards it uses that to access certain services [15].

Fig. 3 shows the SSO architecture workflow in the cloud system (environment)
context. Different expressions are used in systems where SSO protocols are included.
All expressions are discussed in following. Identity provider (IdP) has responsibility
about the process of authentication. In addition, the user information stored as attrib-
utes in a token of identity is handled by the IdP. Once a user is authenticated, an ob-
ject that holds the user information is created by IdP. When the service provider re-
quires user attributes, it uses the user information. Service provider (SP) mainly pro-
vides the specific service and it is secured from a security protection in general. If the
user decides to use the service, the security protection requires the identification of its
information. Authorization server is also considered with the term of the trusted au-
thority. After the user is authenticated, the authorization server provides access tokens
for it. There are various structures of the SSO, but the enterprise single sign-on
(ESSO) and web single sign-on (WSSO) are two the most used structures of the SSO

[15].
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Fig. 3. The SSO architecture workflow in the cloud environment context [15]
43.2 OpenID

An authentication protocol that it is also an open standard is called OpenlID. It enables
the authentication of users to the relying parties (RP) through the support of third



party organizations. A relying party (RP) is a resource provider which could be a
website or application that requires the end-user verification” [1]. OpenID [14] is
based on SSO services’ features, therefore this enables the authentication to be per-
formed using the credentials only once to authenticate and access multiple websites
and web services [1].

It is a decentralized authentication system. OpenlD does not need the administra-
tion by webmasters. The users’ list is stored in the OpenlD provider. Then users cre-
ate their accounts with the support of the provider’s list. The cloud users through their
accounts can sign in (access) any website that enables OpenID authentication.
OpenlID Connect (OIDC) is the latest version of the OpenlD mechanism. It is built as
the identity layer based on the OAuth protocol. The authentication mechanisms for
cloud and mobile applications are supported by the OpenID Connect protocol. In the
case of communications between the cloud interaction parties, OpenlD Connect ena-
bles their encryption and sign in [1].

433 OAuth

OAuth is an authentication mechanism used in cloud computing and it enables one-
way or mutual authentication in the cloud environment. This is also an open standard
that allows delegating and granting access to the user on another application/service
without distributing the password by the authenticated service/application. OAuth 2.0
is the latest version of OAuth [1].

Using of OAuth authentication standard undoubtedly provides favorable authenti-
cation options, as in the case where users can exchange private resources which are
usually stored on a secured resource server. In this case, the user’s credentials are not
exchanged. The OAuth's goal is to complement OpenlD and delegate access for us-
ers/services to the protected resources. This part is enabled through the authorization
server, which usually generates tokens do not contain information about user creden-
tials [15].

OAuth as an authorization framework enables third parties to access user/service
resource without revealing the username and password to the third party service. For
example, the user uses HP's SnapFish service to print photos online, and he/she may
authorize this service to access his/her Facebook account images without granting
his/her SnapFish his/her Facebook account password. OAuth can execute the restric-
tive policies in access domain and token expiration for restricting clients/services
access to specific resources and functions for a certain time period. The need to inte-
grate APIs and cloud services and their prevalence in cloud environment has made it
necessary to use a common protocol for delegating authorization [21].

OAuth is being used as a security layer and standard protocol in the cloud compu-
ting. For example, we have a cloud image-storage service and an image printing ser-
vice and we want to print the images (photos) that we have stored in the cloud storage
service. An API is used for communication between cloud printing service and cloud
storage service. The two services mentioned above operate in various companies, so
our storage service account has not connection with our printing service account. In
this case, OAuth is considered as a solution to this problem by enabling us to delegate
access to our photos to various services, without providing our password to the photo
printer. The OAuth system consists of four major actors such as: the client, the au-
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thorization server and the protected resource. In this example, the OAuth client is
considered the printing service, while the photo storage site represents the protected
resource. The end-user is identified as the resource owner, who wants to print its pho-
tos. For its protected resources, the photo storage site runs using its in-house authori-
zation server [22].

434 SAML

Security Assertion Markup Language (SAML) [13] is an open standard mechanism
that enables communication and exchange of authentication and authorization re-
sources between two interacting parties. Its mechanism operates according to the
request and response techniques based on the token. Service provider and identity
provider are two interaction parties. SAML assures that user authentication with ser-
vice provider to be performed securely. No user credentials are included in tokens of
the SAML. It also enables data communication to be encrypted and encoded between
two interaction parties (the identity provider and the service provider) [1].

SAML takes care and enables secure authentication of the user in the service pro-
vider. SAML supports the SSO specifications and it enables interoperability based on
this mechanism. It includes several roles such as user, identity provider and service
provider. The user requests a web service from the service provider, which requests
and receives assertions of authentication from the identity provider. The service pro-
vider decides about the access privileges/permissions based on the received assertion

[1].

5 Cloud computing authorization mechanisms

Authorization is considered as a systematized mechanism from the cloud system that
determines the access level of authenticated entities in secured resources [2, 15]. Au-
thorization presents a method that permits or prevents the access to a specific resource
based on the rights (permissions and privileges) of the authorized entity. There is a
system administrator who monitors the access permissions in systems where entities
(users/services) have permission to access. Since the cloud network is made up of
various service providers, there are situations where the user can access different
types of services at a specific time; each service that is provided by the specific ser-
vice provider may have different levels of security [1].

There are cases when the authorization rights are managed (granted) by third-party
organizations, which are authorized to have access to specific private information
about services or applications as shown in Fig. 4 [1]. For example, if the application
(service) is authorized by the user, then the application (service) hosted in the cloud
can be accessed outside of it. In this case, the authorization is performed through the
delegation of access privileges or access control policies. The cloud service provider
provides and applies access control policies for services and resources where their
access is only available to the authorized users/services [1, 6].

The protection of confidential information, minimization of management and secu-
rity tasks are several benefits of the centralized authorization mechanisms. Neverthe-
less, there are authorization mechanisms like MAC, DAC, RBAC and ABAC and
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they are shown in Fig. 4 [1, 6]. These mechanisms are discussed in the subsections of
this section.

5.1 Mandatory access control

Mandatory Access Control (MAC) [16, 23] is the conventional mechanism for deter-
mining users' access privileges (rights) as is shown in the Fig. 4. The permission for
accessing is granted by the MAC via the operating system or security kernel. The
MAC controls the capability of data owners for permitting or rejecting the access
rights to the customer for a file system [9]. In this mechanism are decided the access
control rights by the system manager, while the operating system or security kernel
enforce them. In MAC, the objects of the file system are classified according to sensi-
tivity labels as secret, top secret or confidential. Each device or client is also classified
according to the above mentioned levels [11].

The operating system or security kernel is responsible for controlling the username
and password for persons or systems when they access specific resources. They are
also responsible for specifying the access rights for parties (person or device) who
access or attempt to access. Although the MAC provides a lot of security in resource
access, the right planning and frequent monitoring are key factors that must be con-
sidered to hold classification labels updating [1, 6, 17].

The MAC must have a central authority to define what resources will be accessible
and who can access resources [18]. For example, a company manager wants to access
the resources of a company staff member. Full access to all staff member resources
should not be allowed to the manager, because if s/he has full access, s/he can access
and disclose sensitive resources such as the details of the bank accounts of the com-
pany staff members. While cloud computing uses web applications to provide its ser-
vices, MAC needs to sophisticate semantic models for cloud security because there is
a lack of them, especially in representing and communicating the privileges and re-
strictions that are enabled through access control policies.

5.2 Discretionary access control

Discretionary Access Control (DAC) [23] also known as Identity-Based Access Con-
trol (IBAC) [11], is a mechanism for security access control that controls the access
permissions via the data owner, as is shown in the Fig. 4. In DAC, any user's access
rights are completed through authentication by validating the credentials (username
and password). DAC is considered discretionary since owner specifies access rights.
File/information or resources possess the owner in DAC, while the resource owner
controls the policies of the resource access. Nevertheless, the DAC mechanism offers
more flexibility than the MAC mechanism, while it has less security compared with
MAC [1, 6, 23, 24].

The DAC can also be used in cloud computing, but it presents side effects, despite
the DAC is influenced on authorizing of objects’ owners to check permissions of
access to objects. For example, if there were any mechanism or technique to enable
the administration of inappropriate rights (risk awareness) that object owners could
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provide to users, it would be an extraordinary element for the DAC. Unfortunately,
such a feature does not exist in the DAC [18].
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Fig. 4. Comparison of the authorization mechanisms in cloud computing [2]

Sometimes, users/services are requested to utilize privileges that disclose resources
for entities to third parties. For example, when the employee has to read the contents
of a file in the company where it works and then it copies the contents of the file to
another file and transfers it to another employee. The DAC have not the authority to
control the flow of information or deal with malicious content that may be carried as a
result of access permissions. Besides the above case, the possibility of transferring
rights of the user/service to another is presented as a problem in the DAC and as a
consequence the integrity and confidentiality of the objects can be violated [18]. It
means that the DAC is not scalable enough for using in cloud computing.

5.3 Role based access control

This is an access control mechanism briefly referred as RBAC [23] allows access
rights for users according to roles and permissions (Fig. 4). The policies of access
control present rules that tell how the setup process authorization allow or deny users
[11]. The user is defined as a human, process, machine or network. A role presents the
approval for performing an object operation, which can be an action, function or duty
that user should be done. The object is another term that is included in RBAC, which
it refers information containers such as files, directories, databases’ table or resources



13

(printers, PC, etc.). The permission is defined as a ‘tool’ that enables the user to as-
sign roles is actually active along to user sessions. Permission as a part of RBAC
model has functions to analyze a set of users, which they want to assign a role or a set
of roles [9].

In RBAC, user permissions are provided by different parameters and they can be as
user-roles, permissions of roles, and role-role relationships. Roles in RBAC are divid-
ed into two categories, namely as application/technical role and organization-
al/business role. The application/technical role involves the combination of various
application/service specific rights or tasks that have elements of permissions, specifi-
cally based on permissions. Its domain is restricted to the specific applications. The
organizational/business role consists of various job functions and the rights of access
allocated for employees. It consists of combining various application/technical roles.
In organizations that have many users and required multiple permissions, RBAC is
used to administrate their security [1, 6, 17].

The RBAC mechanism has advantages and disadvantages in comparison with the
DAC and MAC mechanisms. Selecting the proper roles that represent the cloud sys-
tem is not a simple duty and categorizing of entities based on roles can make things
problematic. In the RBAC mechanism, roles categorize (rank) the subjects into a vari-
ety of categories. Therefore, each entity (subject) must have a role to enable access
the cloud system. Nevertheless, roles sometimes give the subject more rights than are
necessary to it, so this can lead to the abuse and infringement of the access security
policies [18].

It must ensure that access decisions are made within a reasonable period of time
and based on system requests before using the RBAC in cloud computing. For in-
stance, the response time is essential for a lot of applications by including even the
health care system. The system must be accessed in a timely way by a remote con-
sultant from a hospital by ignoring an amount of RBAC and distance access requests.
There may be critical infrastructure of service provider who wants to migrate to cloud
computing. It can have many users, dozens of roles, thousands of permissions. Such
infrastructure can be faced with enormous tasks which cannot be centralized by small
groups of security administrators [18].

The cloud system consists of a sequence of operations that must be controlled.
Each operation requires various sets of permissions. Therefore, the RBAC may not be
able to provide access to a series of operations in cloud computing.

5.4  Attribute based access control

Attribute-Based Access Control (ABAC) [23] is considered as a mechanism that is
needed to control the access permissions as shown in Fig. 4. This access control
mechanism uses its policies to define various sets of attributes that needed to control
the user access rights separately [11] as depicted in the Fig. 4. The policies are mainly
created through various types of attributes. The system is based on these policies and
decides the access permissions. Here includes a series of attributes which are subject
attributes, object attributes, resource attributes and environmental attributes. Under
the ABAC mechanism, each user's roles and permissions/privileges are predeter-
mined. This model enables the solution of many issues of authorization, ensures suc-
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cessful regulatory enforcement and enables flexibility in implementation [1, 6, 25,
26].

The starting date of the user's work, his location, the user role, etc. can be attrib-
utes. Attributes are first determined to be used in the system, and then each attribute is
accounted as a discrete value. These values are then compared to the set of values
from the policy decision level to allow or deny access. In addition, a subject does not
need to be identified preliminary to the system. It must once be authenticated in the
system and then ensure its attributes. Nevertheless, an agreement must be reached to
know what type of attributes should be utilized and how many of them are taken into
consideration to create access decisions. Such an issue is considered quite complicat-
ed in cloud computing [18].

It is necessary to propose a security policy which can work exactly with the ABAC
model in cloud computing, due the security policy is accountable for picking the sub-
stantial attributes that are used to create access decisions.

6 Discussion

The paper provides a comprehensive overview of the service authentication and au-
thorization as an essential part of the cloud computing architecture. It is primarily
concerned with the surveying of recent technological and techniques’ developments
in these fields. This analysis is concentered on each mechanism of authentication and
authorization in cloud computing architecture by outlining their advantages and dis-
advantages.

7 Conclusion

The cloud service is considered as an important digital solution because it reduces the
capital and operational services of the organization. Security risks and threats are
major concerns of the cloud computing because its nature is multi-tenant and third
party delegation to maintain the environment of this technology. This study has ana-
lyzed and surveyed current security issues, access control mechanisms and potential
mitigations involved in cloud services, with particular emphasis the technologies and
mechanisms of authentication and authorization needed to manage access, security
and services in the cloud environment. It discusses different topics about authentica-
tion and authorization mechanisms and main aspects related to each mechanism in the
cloud computing.

The survey of the various authentication and authorization mechanisms, their
cloud-related architecture, and the different services offered by this technology high-
lights the need to improve existing authorization and access management models and
authentication services. According to the researched literature, we have found that the
RBAC model is considered as the most used authorization and access control mecha-
nism. MAC and DAC are the most reliable mechanisms among the systems that are
examined. They are not so preferred to be used as a single due to the flexibility of
MAC and the low security that DAC has compared to MAC. The described authenti-
cation technologies and mechanisms can be appropriately combined to provide better
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security or a secure authentication method can be developed for effective authentica-
tion in cloud computing. The appropriate and secure authentication and authorization
mechanisms and protocols for cloud systems are suggested to be designed and devel-
oped in the future to improve the effectiveness of these domains in terms of cloud
service security.
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