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Abstract

Artificial Intelligence (Al) is transforming various aspects of society, offering
significant benefits but also raising complex legal and ethical challenges. This
paper explores these challenges, focusing on Al’s legal capacity, responsibility for
damages, intellectual property implications, and data privacy concerns. Special
attention is given to AI’s responsibility as defined by Macedonian law, examin-
ing how legal frameworks in Macedonia address the accountability of Al systems.
The motivation for this work arises from the urgent need to understand and
address the legal and ethical issues posed by Al as it becomes more autonomous
and integrated into daily life. By analyzing existing legal frameworks and ethi-
cal dilemmas, particularly in the context of Macedonian law, the paper aims to
provide insights that can guide the development of policies and regulations. The
authors seek to contribute to the ongoing discourse by offering a comprehensive
examination of ADl’s impact on law and ethics, ultimately proposing considera-
tions for a balanced approach that fosters innovation while protecting societal
values.

Keywords: Artificial Intelligence Ethics, Legal Regulation of AI, Human Values and
AI, Al Liability and Intellectual Property
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1 Introduction

At the opening of the Centre for the Future of Intelligence at Cambridge University in
2016, Professor Stephen Hawking famously stated, ” The creation of powerful artificial
intelligence will be either the best or the worst thing ever to happen to humanity.”
[1] Discussions about artificial intelligence (AI) began in the 1950s and have become
increasingly important over time. The ethical and legal issues related to Al are exten-
sive and span various fields, ranging from personal data protection and liability for
damage caused by Al to questions concerning copyright and intellectual property of
Al-generated content and the legal capacity of smart robots, machines, and programs.
However, amidst all these complex, often chaotic and contradictory discussions, an
inevitable question arises: the role of human values and ethics, and their protection
through legal regulation in a future society where Al is an inseparable part of all
aspects of human life. The questions raised by Al are urgent, challenging, and provoca-
tive because Al is not only a challenge for the law and how it will be regulated, but it
also goes much deeper, touching on the ethical question of what it truly means to be
human. Alongside the ethical discussions, legal questions are equally important. The
rights to personal data protection, intellectual property, compensation for damages,
criminal liability, etc., are just some of the areas of law over which Al has, and will
increasingly have, a significant impact in the future. These are the issues that will be
discussed in this research paper.

The structure of this paper is organized to systematically explore the multifaceted
issues surrounding Artificial Intelligence (AI) and its legal implications. In the first
chapter, a concise introduction to the topic is provided, highlighting the various ques-
tions that arise as Al continues to evolve and integrate into society. This sets the stage
for the second chapter, where different definitions of Al are presented, and an attempt
is made to synthesize what Al fundamentally represents. The third chapter delves into
the legal challenges that AI presents, offering a thorough discussion of the potential
legal issues that may emerge. The fourth chapter focuses on AI’s responsibility under
Macedonian law, examining how Al’s accountability is defined and interpreted. This
chapter references several key legal acts, providing an analysis of laws related to mur-
der, autonomous vehicle management, and the famous trolley problem, exploring their
potential applications and implications in the context of AI. The fifth chapter shifts
the focus to intellectual property, exploring how existing laws intersect with AT tech-
nologies. In the sixth chapter, the discussion turns to the legal provisions concerning
personal data, particularly in how AI systems handle such information. Finally, the
seventh chapter offers a comprehensive conclusion, summarizing the insights gained
from the previous discussions and reflecting on the broader implications of Al in the
legal domain.

2 Definition of Al

The development and use of Al are one of the most exciting topics of our time, and
defining artificial intelligence itself is particularly difficult because the term ”intelli-
gence” is hard to define. As a result, there are many different definitions. In 2018,
the Expert Group on Artificial Intelligence, established by the European Commission,
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published a document according to which: ” Artificial intelligence (AI) refers to systems
that display intelligent behaviour by analysing their environment and taking actions
— with some degree of autonomy — to achieve specific goals. Al-based systems can be
purely software-based, acting in the virtual world (e.g., voice assistants, image analysis
software, search engines, speech and face recognition systems) or Al can be embed-
ded in hardware devices (e.g., advanced robots, autonomous cars, drones or Internet
of Things applications).” [2] According to one of the reports from the Obama Admin-
istration: ”Some define Al loosely as a computerized system that exhibits behaviour
that is commonly thought of as requiring intelligence. Others define Al as a system
capable of rationally solving complex problems or taking appropriate actions to achieve
its goals in whatever real-world circumstances it encounters.” [3] Microsoft defines Al
as "a set of technologies that enable computers to perceive, learn, reason and assist
in decision-making to solve problems in ways that are similar to what people do.” [4]
From this, we can conclude that there are two basic Al categories: narrow and general
AI Narrow Al competes with human thinking and reasoning in one area. For example,
it can beat the best chess player in the world, but it is not capable of performing other
intellectual activities outside of that function. [5] According to Peter Voss, there are
two main problems with narrow Al. First, these systems cannot dynamically adapt to
new situations, whether it is new situations or new words, expressions, rules, goals,
reactions, requirements, etc. [6] In the real world, everything changes constantly, and
intelligence is the ability to effectively deal with changes. The second and more serious
problem is that AI of this level does not possess its own intelligence that would enable
it to think, learn, or solve problems. It actually uses the solution embedded by the pro-
grammer for the specific problem the particular system needs to solve. [6] That means
that this type of intelligence cannot truly be considered real intelligence. Therefore,
these systems are designed to perform certain specific tasks or compete with human
thinking and reasoning only in a limited set of situations. This makes these systems
capable of performing tasks that require a certain kind of intelligence, but their capa-
bilities are strictly limited to the intended scenarios or specific applications they were
programmed for. In essence, narrow Al is specialized for only certain tasks and does
not encompass the broad spectrum of intelligent behaviors that are characteristic for
humans. Most of the theorists hold the view that there is currently no system that
can be called general Al In fact, it is questionable whether such a system can ever
be developed. [5] General Al is a hypothetical concept that has yet not been realized
in reality. This is because it requires to create systems with intelligence similar to the
human intelligence, which is capable of understanding, learning, and adapting across
a whole wide range of domains and situations. These systems could theoretically do
any task that requires intelligence, including the tasks that today we believe can only
be solved by human thinking, creativity, and emotional intelligence.

3 Legal capacity of Al

As already mentioned, at this point of time Al is at a stage of development in the
narrow sense of the word. It means Al is designed to perform specific tasks or to
compete with human thinking and reasoning only within a limited scope. This form

169



ICT Innovations 2024 Conference Web Proceedings

of Al is merely a tool for humans to achieve certain goals. However, in the future,
we might reach a stage of general Al development. Systems that will easily pass the
well-known Turing test [7], evolve, and create and ”live” their artificial ”lives,” even
creating feelings similar to human ones. At the moment, Al is not even close to this
level of development, so the question of whether or not it should have some of the
rights that humans have is hypothetical and philosophical. Firstly, the question is
what does it means for a subject of the law to have the ability to hold rights in legal
transactions, i.e., to have legal capacity. In the legal theory, legal capacity is considered
to be the ability of a natural person to hold legal rights in legal transactions and
to have constitutionally and legally guaranteed rights. According to Professor Pop-
Georgiev, the main condition for getting legal capacity is the natural person to be
born alive and to be born of a woman, meaning to be a human being. [8] This means
that a natural person acquires legal capacity at the moment of his or her birth, this
capacity is for life, and as such is not conditioned by their age, gender, ethnic, racial,
religious, or any other characteristic. It is undisputed that AI does not fulfill any of the
conditions above. Namely, it is not a living being from a biological aspect and it is not
born by a woman. However, in the law, we already have examples of subjects that are
not humans but enjoy the rights granted by law. For an example, animals have certain
legal protections to ensure their well-being and humane treatment. Other subjects,
which are not humans, such as companies, foundations, associations, and other legal
entities, also have the status of holders of rights, such as the right to ownership, the
right to judicial protection, fair trial, etc. Given this, it is clear that there is already
an established practice in all legal systems that the holder of a right does not have
to be a human being. It can be an animal or even legal fictions such as legal entities.
Therefore, the question is if Al reaches a sufficiently high level of intelligence and a
form of artificial ”consciousness” in the future, could it also be a holder of certain
legal rights or enjoy certain legal protections? The answer is yes, Al could have certain
rights, but certainly nowhere near the rights that humans enjoy. It is clear that there
is a moral obligation to protect Al systems, to design them and stipulate appropriate
legal provisions that would protect them from misuse, and to align them with the
societal rules that apply. For example, Al would have the right to legal protection in
the legal and ethical system. This would be achieved by prescribing rules according
to which AI systems would have the right to be designed, and those who design Al
would have the obligation to do so considering the positive law and ethical rules, which
will lead to the creation of Al in which the general public will have confidence that
it is technologically suited for wide use and from which there will be no fears. This
would necessarily lead to the creation of rules that will protect Al from improper and
unethical use by humans, i.e., protection from human cruelty. Some theorists even
go a step further. According to them, if AI systems reach a level similar to human
intelligence and consciousness, they would deserve rights from an ethical perspective,
such as: [9],[10],[11],[12] - The right not to be turned off against their will; - The right
to complete and unobstructed access to their code; - The right to prevent third parties
from accessing their code; - The right to copy and reproduce their code; - The right
to privacy, primarily the right to refuse to display their ”thoughts.”
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4 Responsibility for criminal acts or damages
caused by AI use

The question of Al legal capacity is closely connected to the questions of responsi-
bility for criminal acts or damages caused by Al use. Like any human-made product,
AT has its shortcomings, whether they are flaws in the design, programming, produc-
tion process, improper use by users due to insufficient warnings or appropriate usage
instructions. These problems can potentially cause harm to third parties, raising the
question who will be responsible for that harm. There are no globally accepted opin-
ions regarding the responsibility for criminal acts or damages caused by AI, so the
answer should be looked for in the laws of the country where the analysis is to be
done. For the purposes of this paper, the law of the Republic of North Macedonia will
be considered as the applicable law. There are two main answers regarding the ques-
tion who should bear the responsibility for a criminal offense or damage caused by
Al The first is that the responsibility should be born by the AI system. However, as
previously mentioned, the current level of Al development is not high enough to be
accountable for offenses committed by AL On the other hand, considering the level of
AT development, it is more logical to consider it just as a tool, a certain product, used
by or acting for a certain person, and who will bear the responsibility in that case
will be determined in the following pages. If we accept that AI represents a product
that does not have its own personal responsibility and legal capacity, in the case of a
criminal offense or damage caused by using Al, the provisions in the Criminal code
and the Law on obligations can be applied to determine the liability for the damage.

4.1 Responsibility for criminal acts

In the simplest terms, criminal responsibility, or guilt, is the responsibility for commit-
ting a criminal offense as defined in the Criminal code of the Republic of Macedonia
(CC). [13] Criminal responsibility is determined in a criminal proceeding to impose
an appropriate penalty for the committed offense. [14] Regarding the criminal respon-
sibility for committing a criminal offense, there are numerous provisions in the CC
whose application depends on the type and manner in which the criminal offense was
committed. None of these provisions explicitly mention AI, but in any case, if the
offense is committed using Al (or any other tool or product), the user, and in certain
cases, the manufacturer of this technology will be held accountable for such an offense.
As an example, in this section, we would consider the criminal offense - ”Murder”.
Namely, if death occurs to a person due to the use of Al, the general provision of Arti-
cle 123, paragraph 1 of the CC would apply, which states: ”(1) Whosoever deprives
another of life shall be sentenced to at least five years of imprisonment.” Depending
on the reasons and the manner in which this offense was committed, shorter or longer
prison sentences are also foreseen. Thus, for example, a prison sentence of at least 10
years to life imprisonment is foreseen if the act was committed in a cruel or insidi-
ous manner, if the offense deliberately endangered the life of another person, if it was
done for gain, to carry out or conceal another criminal offense, out of reckless revenge
or other low motives, to take the life of a woman known to be pregnant or a minor,
etc. On the other hand, if the murder is committed out of negligence, a shorter prison
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sentence is foreseen, ranging from six months to five years. It is noticeable that in the
Macedonian legal system, there is a clear distinction in the severity of the offense and
the length of the penalty depending on the motives for which the offense was commit-
ted and the manner in which it was committed, on which the degree of guilt depends.
In the Macedonian legal system, but also in other legal systems, there are two main
degrees of guilt in the criminal law: ”Intent” and ”Negligence”. According to Article
13 of the CC: ”Premeditated crime shall be considered when the offender is aware of
his offense and wanted its commission or when the offender was aware that due to its
commission or non-commission harmful consequence may appear as a result and yet
he approved its occurrence.” This means that the perpetrator must have had a con-
scious and intentional decision to commit the criminal offense. He was aware of his
actions and the consequences they could cause and wanted to commit that offense or
accepted the possible harmful consequences of his action or inaction. The qualification
of criminal offenses committed with this degree of guilt is more severe, so accordingly,
the penalty for the perpetrator is higher. On the other hand, Article 14 of the CC
states: ”A crime committed due to negligence shall be considered when the offender
was aware that the commission or non-commission of the crime may result in harm-
ful consequence, but has lightheartedly considered that he might prevent it or it may
not occur or was not aware of the possibility for resulting in harmful consequence,
although due to the circumstances and according to the personal characteristics he
might have been aware of that possibility.” In negligence as a degree of guilt, the per-
petrator’s intention to commit the criminal offense is absent. The perpetrator is still
responsible because he was aware that the offense could occur, although he recklessly
believed that it would not. Given the absence of intent, shorter penalties are foreseen
for criminal offenses committed under this degree of guilt. Taking into account the
degrees of guilt and the criminal offenses given earlier as examples, we can conclude
that in a situation where the perpetrator of the offense is the user of the tool with
which the offense was committed, such as a firearm, vehicle, or some other object or,
in this case, a specific type of Al system, and he committed that offense directly, by
his guilt, with intent or out of negligence, he himself is responsible for the commit-
ted offense and would be expected to be held accountable for that offense according
to the provisions of the CC. So, if someone performs a certain action using AI, which
directly causes death to a third person due to his guilt, unless conditions for imposing
a suspended sentence are met, he will receive a prison sentence of 5 years at best, and
at worst, life imprisonment. The problem arises when the damage is caused by negli-
gence, and it is not directly the user’s fault, but results from the way the Al system
is programmed or produced, or the user was given incorrect instructions for use. In
that case, the responsibility cannot be sought from the user of the system, but should
be located with the legal entity that put the Al system into use or produced it, which
caused the specific offense. The responsibility in this case would be with the seller or
manufacturer of the Al system, depending on the type of product, and their degree of
guilt would typically be negligence unless proven otherwise. The best example of such
responsibility of the manufacturer or seller of the Al system would be a traffic accident
with fatal consequences, and the responsible party for the occurrence of the traffic
accident is an autonomous vehicle, i.e., a vehicle that moves independently through
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the use of an Al system. Namely, these are vehicles equipped with Al technology that
allows them to move without human assistance. The goal of developing autonomous
vehicles is to improve traffic safety (analyses show that 90-95 percent of traffic acci-
dents are the result of human errors), as well as to increase the efficiency of vehicle
management and ease travel, especially for people who cannot or do not want to drive
themselves. [15] However, no matter how advanced such technology is (currently, there
are no fully autonomous vehicles), it is certain that in practice, errors will occur in the
future that can and will lead to serious consequences for people’s lives and health. If
death or bodily injury to a person occurs as a result of an error in the driving system
of an autonomous vehicle, the question is who would be criminally responsible for it.
In the Republic of North Macedonia, it is currently not allowed to operate a vehicle
unless the driver has full control over the vehicle, so if a criminal offense occurs using a
vehicle with such a system, the person who was supposed to control the vehicle would
undoubtedly be held accountable. However, with the increasing development of this
technology and the growing number of such vehicles in the Republic of North Mace-
donia, there is a possibility that the use of fully autonomous vehicles will be allowed
in the future. In such conditions, it is clear that the entire responsibility cannot be
placed on the owner of the vehicle or the person who could have operated it. Especially
since the manufacturers of such vehicles are increasingly convinced of their ability to
drive independently and safely on the roads without human assistance and have pub-
licly expressed that. [16] One of the options is for the ”driver” to agree to ”shared”
responsibility with the manufacturer of the vehicle or even take full responsibility in
case of a traffic accident before the vehicle starts moving. When deciding whether to
take responsibility, the driver will primarily have to consider that when programming
such systems, in addition to unforeseen errors that may occur, manufacturers will also
have to consciously include certain rules that the vehicle will need to follow in specific
situations where damage may occur. These are ethical decisions that should guide the
vehicle on how to act in a given situation. Namely, should the vehicle prioritize the
safety of passengers or consider all circumstances to minimize harmful consequences,
even at the cost of endangering the safety and lives of the passengers inside it? The
question arises, who would buy or use a vehicle if they knew there was a possibility
of being ”sacrificed” to protect someone else’s safety outside the vehicle. One of the
most well-known ethical questions is the trolley problem. The trolley problem is a
thought experiment in ethics. In principle, the problem is as follows: ” You are driving
a trolley that is out of control and heading towards five people working on the track
you are on. To the right is another track where you can redirect the trolley. If you
pull the lever, the trolley will switch tracks, and the five people on the track you were
previously on will be saved. However, on the side track is one person who also cannot
avoid the oncoming trolley. You have two options: 1. Do nothing and let the trolley
kill five people on the main track. 2. Pull the lever and redirect the trolley to the side
track, killing one person. Which option is ethically correct?” [17] Currently, the soft-
ware used in autonomous vehicles does not have a solution to these problems. The
system is programmed to react to any obstacle, without considering what the obstacle
is or their quantity. An exception to this rule is the size of the obstacle, so if it has to
choose between two obstacles, the vehicle would be directed towards the smaller one.
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[15] In such a situation, in the case of full autonomy of the vehicle and the possibility
of errors in its operation, as well as the theoretical possibility of systematically embed-
ding certain rules of action, as in cases like the trolley problem, which are unclear
whether they are correct or not, there would be a greater degree of skepticism and
resistance for the driver to take responsibility for damage if the control of the vehicle
is entirely with the AI system. In our opinion, in such a case, the responsibility would
lie with the manufacturer of the Al system, i.e., the autonomous vehicle. Manufactur-
ing and putting autonomous vehicles into use undoubtedly require enormous funds,
so it is clear that only legal entities, i.e., corporations involved in this type of business
activity, could do this. In the Macedonian legal system, in addition to natural persons,
criminal liability is also foreseen for legal entities. According to Article 96-a of the
CC: ”(1) A fine shall be imposed as main sentence for crimes of legal entities. (2) The
fine shall be imposed in an amount that cannot be less than 100.000 Denars nor more
than 30 million Denars.” Depending on the severity of the offense, the manner of its
commission, and its consequences, there is a possibility of imposing lighter or harsher
penalties. [13] Considering this, if a person is killed as a result of an autonomous vehi-
cle, and the vehicle is to blame, then criminal proceedings will be initiated against
the legal entity, and an appropriate penalty will be determined. These provisions can
be applied not only to situations like the example with autonomous vehicles, but also
to any criminal offense caused by an error in the functioning of the AI system that
is not the fault of the user or a third party or due to certain deliberately embedded
rules that result in harmful consequences, for which criminal liability is foreseen.

4.2 Civil liability for compensation of damages

Liability for compensation of damages refers to the obligation of the person causing
the damage (the wrongdoer) to compensate the injured party. The general provisions
for compensation of damages are contained in the Law on obligations of the Republic
of North Macedonia. [18] According to Article 141 of the Law on obligations: ” Anyone
who causes damage to another through their fault is obliged to compensate for it. For
damages caused by objects or activities that pose an increased risk of harm to the
environment, liability is established regardless of fault.”

From these provisions, it can be determined that there are two types of liability for
compensation of damages: - Subjective liability: Liability due to fault (intentional or
due to negligence). - Objective liability: Liability regardless of fault (as the owner of a
dangerous object or performer of a dangerous activity). In addition to the existence of
liability, legal theory stipulates that for an obligation to compensate damages to exist,
the following three conditions must be met: [19] - Existence of an unlawful harmful
action: An action that causes damage to the injured party. The damage can be caused
by an action, omission, or through an object or activity that represents a source of
increased danger. The unlawfulness of the action means that it violates an imperative
legal norm. - Occurrence of damage: The damage is a consequence of the harmful
action. According to Article 142 of the Law on obligations: " Damage is the reduction of
someone’s property (ordinary damage) and the prevention of its increase (lost benefit),
as well as the violation of personal rights (non-material damage).” [18] - Causal link:
The damage must be a consequence of the unlawful harmful action, i.e., the damage
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must result from the action or omission of the wrongdoer or originate from a dangerous
object or activity. Similar to the previous point, the liability for compensation of
damages caused by the user of an Al system (the wrongdoer) will lie with the user if
they intentionally or with insufficient attention, i.e., due to negligence, caused damage
to another person (the injured party) while using the Al system. However, the question
arises as to who will compensate for the damage if the user of the Al system is not at
fault for the harmful action that caused the damage. To better illustrate this, let’s use
the same example of autonomous vehicles. Who will be responsible for compensating
the damage caused by an error in the Al system for autonomous driving or due to
actions taken by the AI system based on embedded rules from the manufacturer? At
first glance, the answer seems simple. According to the Law on compulsory insurance
in traffic (LCIT), [20] ” Vehicle owners are obliged to conclude a compulsory insurance
contract with an insurance company before allowing the vehicle to operate in traffic.”
Regarding damage caused by a motor vehicle, "the injured party has the right to file
a claim for damage compensation directly with the responsible insurance company.”
Given the above, it is clear that if the use of fully autonomous vehicles is allowed
on our roads, they must be insured. In case of damage caused by an autonomous
vehicle, the damage should be compensated by the insurance company. It is up to the
insurance companies, in cooperation with the National Insurance Bureau of Macedonia
(NIB) and the Insurance Supervision Agency, along with relevant state authorities, to
develop strategies and establish appropriate rules on how and in what manner these
vehicles will be insured. Considering that these are a specific category of vehicles,
there is a possibility that the aforementioned entities might decide to set a higher
insurance premium for these vehicles to cover the increased risks of damage. Or, they
might determine that these vehicles (despite all risks of system errors) are safer than
human-operated vehicles and might reduce the insurance premium for such vehicles to
encourage their greater use. However, what if the autonomous vehicle is not insured
and is not operated by a driver, yet causes damage due to a system error or the
before mentioned embedded rules for Al system reactions in certain situations? The
injured party can directly demand compensation from the owner of the autonomous
vehicle. Despite the lack of fault on the owner’s part, they may not even be in the
vehicle, and the vehicle might be unoccupied, the owner is typically liable for damage
caused by their vehicle, as it is inherently a dangerous object. This is supported by
to Article 159 of the Law on obligations, according to which: ”For damage related
to an object, movable or immovable, whose position, use, property, or mere existence
poses an increased risk of harm to the environment (dangerous object) or an activity
that poses an increased risk of harm to the environment (dangerous activity), it is
presumed that the damage originates from that object or activity, unless it is proven
that the cause lies with the injured party or a third party, or due to force majeure.”

Also, according to Article 160 of the Law on obligations: ”For damage caused by a
dangerous object, its owner is liable, and for damage caused by a dangerous activity,
the person engaged in it is liable.”

However, there is an exception to this rule, provided in Article 163, paragraph 2 of
the Law on Obligations, which states: ” The owner of the object is exempt from liability
if they can prove that the damage was caused solely by the action of the injured party
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or a third party, which they could not foresee and whose consequences they could
not avoid or eliminate.” Therefore, in a potential court proceeding for compensation
initiated by the injured party, the owner of the autonomous vehicle will have the
right to prove that, despite the fact that the damage was caused by their autonomous
vehicle, the fault for the damage lies with a third party, namely the manufacturer of
the autonomous vehicle. If they prove that the damage was caused due to a system
error or pre-installed rules, i.e., due to the manufacturer’s fault, the owner will be
exempt from liability and will not be obliged to compensate the injured party. In such
a case, the injured party will need to direct their claim towards the manufacturer of
the autonomous vehicle.

5 Al and intellectual property

The main issues related to Al and intellectual property arise from the way generative
AT technology impacts the creation of new works. These include questions regarding
the protection of intellectual property for AI models, the rights of authors of works
created with generative Al systems, as well as the protection of the rights of authors
of existing works used to train AI models.

5.1 Protection of intellectual property for AI models

In the Macedonian law, the protection of intellectual property is mainly realized
through patents and copyrights. According to Article 25 of the Law on industrial prop-
erty: [21] “(1) A patent shall protect an invention in all technology fields, if new, if has
an inventive contribution, and if applicable in the industry. (3) The following shall not
be considered to be an invention in terms of paragraphs (1) and (2) of this Article:
3) a plan, rule and procedure for performing an intellectual activity, for games or for
performing business activities, as well as a computer program;” Having this in mind,
it is clear that an AT model, written as a computer program cannot be considered an
invention and as such cannot be protected with a patent. On the other hand, accord-
ing to Article 12 of the Law on copyright and related rights: [22] (1) A copyrightable
work, within the meaning of this law, is an intellectual and individual creation in the
field of literature, science, and art, expressed in any manner and form. (2) Particularly
considered as a work of authorship are: (3) computer program, as a written work;

Also, according to Article 95 of the Law on copyright and related rights: “A com-
puter program, within the meaning of this law, is a program in any electronic form of
expression, including preparatory material for its creation, provided it is an individ-
ual and intellectual creation of its author.” Considering the aforementioned, it is clear
that in the Macedonian legal system, an Al model can be protected as a copyright,
and the author of that copyright will have all of the rights stipulated in the Law on
copyright and related rights.

5.2 Protection of content generated with Al

When it comes to the protection of Al-generated content under the Macedonian Law
on copyright and related rights, the general rule is that it can be protected, but only

176



ICT Innovations 2024 Conference Web Proceedings

if it meets the criteria for being considered an ”individual and intellectual creation.”
Having that in mind, for a work generated with Al to be protected, the petitioner
must prove that it is an original work that involved the individual and intellectual
effort of the human author. If the work is generated fully autonomously the protection
will be impossible, since the law recognizes only human authorship. However, if the
petitioner proves that the Al generated content is directed or significantly influenced
by a human author, it is possible to attribute the authorship to the human author,
thus making the work eligible for protection under the Macedonian Law on copyright
and related rights.

5.3 Protection of the rights of authors of existing works used
to train AI models

The popular deep learning models are trained with large amounts of data collected
from the internet, some of them copyrighted works. This can lead to the violation of
the author’s right to control the reproduction of their work unless the processing of
these protected data falls under the exceptions provided by the relevant legislation.
Additionally, the use of works generated by AI can also lead to violations of the
copyright of the author who created the work on which the model was trained. [23]
According to the Macedonian Law of copyrights and related works, consent from the
authors is generally required for their use in training AI models. According to the
Macedonian Law on copyrights and related works, the use of copyrighted works is
governed by the rights and permissions of the authors. Namely, according to Article
26 paragraph 2 of the Law of copyrights and related works: “(2) The author has the
exclusive right to permit or prohibit the use of their work, or its copies, by others,
except in cases specified by this law. “

Also, Article 27 of the Law of copyrights and related works details the specific
material rights of the authors, including: - Reproduction: The right to make copies
of the work. - Distribution: The right to distribute copies of the work to the public.
- Public communication: The right to communicate the work to the public, such as
through broadcasting or public performance. - Adaptation: The right to modify or
adapt the work.

These rights are owned by the author, and he decides whether to grant permission
for their work to be used for AI model training. Using their work without permission
is a violation of the law and grounds for the author to seek compensation for the
unconsented usage of their work. The law allows certain uses of copyrighted works
without the author’s consent only under specific conditions, such as for private use,
educational purposes, or public safety (Articles 51 and 52). However, these exceptions
do not typically cover the use of works for training AI models, which would generally
be considered a commercial or industrial use.

6 Misuse of personal data by Al systems

The misuse of personal data by AI systems does, and in the future will presents a
lot of significant dangers, especially those concerning the privacy and security of the
data subject. According to the Law on personal data protection [24] of the Republic
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of North Macedonia, personal data always must be handled with the highest degree
of care, in order to ensure compliance with legal standards and to protect individuals’
rights. Namely, in order to protect the personal data and prevent misuse, Article 9 of
the Law on personal data protection stipulates the following principles: “(1) Personal
data shall be: - processed lawfully, fairly and in a transparent manner in relation to the
data subject (‘lawfulness, fairness and transparency’); - collected for specified, explicit
and legitimate purposes and not further processed in a manner that is incompatible
with those purposes;”

However, when these principles are not respected, the most common and likely dan-
gers are: - Unauthorized access and data breaches: If the Al systems are not properly
secured, they can become targets for cyberattacks and can lead to unauthorized access
and data breaches. Article 36 of the Law on personal data protection emphasizes the
need to take adequate security measures which should lead to the protection of the
personal data during processing. All of this in order to prevent unauthorized access
and data breaches. - Automated decision-making and profiling: One of the biggest
dangers when using Al systems involve the automated decision-making process and
profiling, which can have significant impacts on individuals. Article 26 of the Law
grants the individuals with the right not to be subjected to decisions based solely on
automated processing, including profiling, unless specific conditions are met, such as
explicit consent or legal necessity. - Violation of data subject rights: The Al systems
must comply with the most important principles of data processing, which include
lawfulness, fairness, transparency, purpose limitation, data minimization, accuracy,
storage limitation, integrity, and confidentiality. Article 9 determines these principles,
emphasizing that personal data must be processed in a manner that ensures appro-
priate security and protection against unauthorized or unlawful processing. - Lack of
consent: The processing of personal data without the proper consent of the data sub-
ject is a major concern. Article 11 requires that consent be obtained for processing
personal data, and individuals must be informed about the processing purposes and
their rights. - Impact assessments and prior consultation: Before deploying Al systems
that process personal data, organizations must conduct data protection impact assess-
ments to identify and mitigate risks. Article 39 stipulates the impact assessments for
processing activities that are likely to result in high risks to individuals’ rights and
freedoms. Additionally, Article 40 requires prior consultation with the Data Protection
Agency when high-risk processing is identified.

7 Conclusion

Artificial Intelligence (AI) represents a powerful tool for technological innovation, but
it also introduces complex legal, ethical, and societal challenges. To effectively address
these issues, proactive measures must be taken to mitigate the potential negative
impacts of Al. First and foremost, clear and robust legal frameworks need to be
established to define AI’s legal capacity and responsibility, particularly in areas such
as liability for damages, criminal accountability, and intellectual property rights. In
the context of Macedonian law, for example, there should be specific legal provisions
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that outline the responsibility of Al systems, ensuring that they are held accountable
in a manner consistent with human operators.

To address the misuse of personal data, stronger data protection regulations
must be implemented, with stringent enforcement mechanisms to safeguard individual
privacy rights. Additionally, there should be ongoing efforts to build human and infras-
tructural capacities to manage and regulate Al effectively, including the training of
legal professionals and technologists to navigate the evolving landscape of Al-related
issues.

Moreover, ethical guidelines should be established to govern the development and
deployment of AI, ensuring that it aligns with societal values and respects human
rights. These guidelines should be informed by continuous monitoring and research to
adapt to new challenges as Al technologies advance.

Finally, international collaboration is essential to harmonize legal and ethical stan-
dards across borders, addressing the global nature of AI’s impact. By taking these
steps, we can ensure that Al serves as a force for good, advancing human rights and
societal well-being while minimizing risks. As we move forward into this new era, it
is imperative that we approach Al with responsibility and foresight, using it to solve
pressing global challenges and enhance the quality of life for all.

References

[1] Hawking, S.: The best or worst thing to happen to humanity. Speech at
Leverhulme Centre for the Future of Intelligence, Cambridge (2016)

[2] AI, H.: High-level expert group on artificial intelligence. Ethics guidelines for
trustworthy Al 6 (2019)

[3] House, W.: Preparing for the future of artificial intelligence. Executive Office
of the President National Science and Technology Council. Committee on
Technology (2016)

[4] Smith, B., Shum, H.: The future computed. Artificial Intelligence and its role in
society (2018)

[5] Dempsey, J.X.: Artificial intelligence: An introduction to the legal, policy and
ethical issues. USA, Berkeley: Berkeley Center for Law & Technology (2020)

[6] Voss, P.. From narrow to general ai. Institution Machine, Retrieve
from https://medium. com/intuitionmachine/from-narrow-to-general-ai-
€21b568155b9 (2017)

[7] Turing, A.M.: Computing machinery and intelligence. Springer (2009)

[8] Pop-Georgiev, D.: Civil Law: General Part, Property Law. University of Ss. Cyril
and Methodius in Skopje (1966)

[9] Tavani, H.T.: Can social robots qualify for moral consideration? reframing the

179



[10]

[11]

ICT Innovations 2024 Conference Web Proceedings

question about robot rights. Information 9(4), 73 (2018)

Schwitzgebel, E., Garza, M.: A defense of the rights of artificial intelligences.
Midwest Studies in Philosophy 39(1), 98-119 (2015)

Darling, K.: Extending legal protection to social robots: The effects of anthropo-
morphism, empathy, and violent behavior towards robotic objects. Edward Elgar
Publishing (2016)

Levy, D.: The ethical treatment of artificially conscious robots. International
Journal of Social Robotics 1(3), 209-216 (2009)

Criminal code. Official Gazette of the Republic of Macedonia No. 37/96

Kambovski, V.: Criminal Law — General Part. University of Ss. Cyril and
Methodius in Skopje (2011)

Bartneck, C., Liitge, C., Wagner, A., Welsh, S.: An introduction to ethics in
robotics and Al Springer (2021)

Kirsch, D.A., Chowdhury, M.A.: Fanbois and fanbots: Tesla’s entrepreneurial nar-
ratives and corporate computational propaganda on social media. World Electric
Vehicle Journal 14(2), 43 (2023)

Thomson, J.J.: The trolley problem. Yale LJ 94, 1395 (1984)
Law on obligations. Official Gazette of the Republic of Macedonia No. 18/2001

Galev, G., Dabovi¢ Anastasovska, J.: Obligations Law. University of Ss. Cyril
and Methodius in Skopje (2021)

Law on compulsory insurance in traffic. Official Gazette of the Republic of
Macedonia No.88/2005

Law on industrial property. Official Gazette of the Republic of Macedonia
No.21/2009

Law on copyright and related rights. Official Gazette of the Republic of Macedonia
No.115/2010

Cuntz, A., Fink, C., Stamm, H.: Artificial intelligence and intellectual prop-
erty: An economic perspective. World Intellectual Property Organization (WIPO)
Economic Research Working Paper Series (77) (2024)

Law on personal data protection. Official Gazette of the Republic of Macedonia
No.42/2020

180



