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Abstract

This study evaluates a custom Salesforce application designed to enhance orga-
nization resource management. The application monitors resource availability,
project assignments, and skill sets by deploying Apex code, streamlining these
processes with intuitive color coding and a user-friendly interface. Addition-
ally, it examines the cybersecurity implications of using Salesforce for resource
management. The research aims to demonstrate how such custom applications
can improve visibility, allocation, and utilization of resources, thereby boost-
ing overall project management efficiency. The hypothesis suggests that this
Salesforce integration will substantially elevate resource management by central-
izing data and providing real-time insights, ultimately facilitating more informed
decision-making.
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1 Introduction

Customer relationship management (CRM) systems started their envisioning, design,
and development in the 1970s due to the paradigm shift of businesses from product-
oriented to customer-oriented. Peter Ducker states, “The purpose of business is to
create and keep a customer.”. This saying emphasizes the importance of managing
customer relationships; as such, CRM systems have reached a pivotal role, giving a
significant advantage to companies that adopt them.

CRM software offers many benefits. It automates sales and marketing processes,
reduces manual work, and helps businesses manage tasks such as cold calling, customer
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management, and follow-up, linking sales and marketing activities for better efficiency.
CRM can improve overall business processes when integrated with an ERP (Enterprise
Resource Planning) system, creating greater synergy and efficiency. In addition, CRM
provides valuable business intelligence and data mining from customer databases.
Despite some challenges, implementing a CRM solution generally leads to increased
productivity, better efficiency and improved integration of different processes.

Salesforce is a cloud-based CRM software that revolutionizes how companies inter-
act with customers, streamline processes, and enhance service delivery at scale. By
aggregating data from various sources, Salesforce provides a unified view of customer
information across sales, service, marketing, commerce, and I'T departments through
its comprehensive suite of products known as Einstein 1. Powered by artificial intel-
ligence, this integration significantly boosts productivity and enables personalized
customer experiences that companies strive for [1].

Since its inception in 1999 by former Oracle executive Marc Benioff and his co-
founders, Salesforce has championed the software-as-a-service (SaaS) model, allowing
users to access its services via a web browser without needing cumbersome client
software installations. This model has contributed to Salesforce’s exponential growth,
evidenced by its impressive $31.3 billion revenue in the fiscal year ending January 31,
2023, marking an 18% increase from the previous year[2]. Strong integration capabil-
ities, customer-centric support services, robust security, and Al-powered insights are
some other attributes that make Salesforce a better CRM than other available options
in the market [3].

Security within Salesforce is becoming increasingly challenging as organizations
recognize the need to manage security within SaaS applications. Traditionally, com-
panies have focused on auditing potential partners but often overlooked the platforms
themselves. The Salesforce ecosystem typically includes a mix of internally developed
and third-party applications, making it essential for organizations to understand all
apps interacting with their data and implement appropriate security measures.

As Salesforce becomes deeply integrated into an organization, the number of users
with access can grow, making it difficult to control and track access levels. This issue is
exacerbated as employees join, move within, or leave the company. Without stringent
access controls, internal employees can pose significant security risks. Simple actions
like downloading data to a spreadsheet can create immediate and long-term security
issues. Organizations must ensure that Salesforce access is restricted to necessary
personnel and that permissions are managed to prevent unintentional harm.

There is a rising trend of citizen developers within organizations. Forrester research
indicates that 39% of surveyed digital and IT professionals allow employees outside of
IT to develop applications. While this can be beneficial for quickly meeting business
needs, it also introduces security risks. Often, low-code developers are treated differ-
ently from full-stack developers, which can lead to security vulnerabilities. Even in
low-code environments, citizen developers can make mistakes that compromise secu-
rity. Organizations need to establish safeguards to ensure these developers can operate
securely. Salesforce’s broad applicability can lead to internal conflicts about whether
Salesforce security should be managed by IT, sales operations, or another depart-
ment. While the CISO is responsible for overall security, the actual implementation of
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security measures often falls to developers or program managers. Organizations must
clarify ownership and responsibilities to avoid confusion and ensure adequate security
management.

Machine identities, including non-human identities such as automated processes
or applications, are common in SaaS and other applications and must be handled
cautiously. These identities complicate authentication and data flow control between
applications, creating potential vulnerabilities. Organizations need a comprehensive
understanding of all machine identities in use and the security protocols associated
with them [4].

Salesforce often houses an organization’s most sensitive data. Although the CRM
tool significantly helps maintain security, it’s crucial to remember that combating
cyber threats is a shared responsibility. Both in-house security teams and Salesforce
administrators must protect company data, including managing access and continu-
ally monitoring data activity. As threats evolve, it’s important to understand current
security risks. These risks include complex permission models leading to data expo-
sure, sensitive data being stored in inappropriate locations, APIs inadvertent leaking
information, public misconfigurations making data accessible, and a lack of coordi-
nation between Salesforce admins and security teams like CISOs or CIOs. Salesforce
professionals and security teams can employ several strategies to mitigate these
risks. Starting with a comprehensive data risk assessment helps identify potential
vulnerabilities.

The rise of digital-first strategies has increased the use of Salesforce communities
and experience sites. These sites, though useful, pose high data exposure risks. Mis-
configured permissions can lead to sensitive data being publicly accessible. Regular
security reviews of permissions can prevent such exposures. Salesforce also allows users
to share files and attachments through public URLs. Many users are unaware of this
setting and its security implications. Organizations should review and control who can
create public links to prevent unintended data sharing [5]. Salesforce boasts several
key security features that ensure robust protection for its users. Firstly, the physical
security of its data centers is safeguarded with industry-standard measures, including
biometric access controls, video surveillance, and perimeter fencing. Network security
is fortified with multiple layers, such as firewalls, intrusion detection and prevention
systems, and continuous network traffic monitoring.

In terms of application security, Salesforce incorporates built-in controls to protect
against common web application attacks like cross-site scripting (XSS), SQL injection,
and phishing. Developers can also utilize tools provided by Salesforce to build secure
applications following industry-standard security practices. Data security is another
critical aspect, with multiple layers of protection, including data encryption in transit
and at rest, access controls based on roles and permissions, and continuous monitoring
and auditing of data access. User access control is managed through various tools
such as multi-factor authentication, role-based access control, and permission sets.
Salesforce’s identity and access management (IAM) system integrates with popular
identity providers like Active Directory and Okta.

Additionally, TP whitelisting restricts access to Salesforce instances to specific 1P
addresses, preventing unauthorized access from outside the organization’s network.
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Role-based access control (RBAC) allows organizations to define access permissions
based on individual user roles, ensuring that users only access the data necessary for
their job functions. Data at rest and in transit is protected through encryption, pre-
venting unauthorized access to sensitive information. Data masking is another security
feature that involves hiding sensitive data by replacing it with fictitious data, thus pro-
tecting it from unauthorized access by users who do not need to see it. Salesforce also
provides extensive monitoring and logging capabilities, enabling organizations to track
user activity and identify security incidents promptly. Regular security assessments
help organizations identify and address vulnerabilities before they can be exploited.
Salesforce facilitates a comprehensive security model designed to meet the needs
of even the most security-conscious organizations. However, it is essential to note that
security is a shared responsibility between Salesforce and its customers, who must
ensure their use of Salesforce complies with industry-standard security practices. Sales-
force offers a flexible and granular record-level security model that allows organizations
to restrict access to individual records based on user roles, permissions, and criteria.
This model includes three main layers: Organization-Wide Default (OWD) settings,
Role-Based Access Control (RBAC), and Record-Level Security. OWD settings define
the default level of access to records for users without specific record-level access per-
missions and can be configured at the organization, object, or individual record level.
RBAC manages access to records based on user roles and hierarchies, using a combi-
nation of user roles, profiles, and sharing rules. Record-level security controls access
to individual records based on criteria such as record ownership, field values, or record
types, using sharing rules, manual sharing, and criteria-based security [6].
Safeguarding data privacy and security is critical for maintaining customer trust
and achieving success. Salesforce, a leading CRM platform, provides essential tools
and policies to help businesses implement effective controls for data privacy. Sales-
force offers numerous certifications for its applications, underscoring its commitment
to data security. The company’s trust program ensures compliance with various data
privacy standards, guaranteeing that customer data is secure and trans-missions are
protected. Enterprise users can access a broad range of data security controls based
on their Salesforce product. These controls include Three-Dimensional Secure (3D
Secure), Data Filtering, Geographic Containment, IP Geo-Fencing, Access Manage-
ment, Encrypted Modeling, and Intrusion Prevention Systems (IPS). Such measures
enable enterprises to protect their data comprehensively. To ensure customer data
privacy, Salesforce employs industry-standard protocols such as Secure Socket Lay-
er/Transport Layer Security (SSL/TLS), Data Leakage Prevention (DLP), Strong
Authentication, Access Management Solutions, Encryption, and Data Segmentation.
These protocols provide robust security assurances for customer data. Salesforce also
offers advanced enterprise search and data analysis technologies, enabling businesses
to gain insights while ensuring data security and regulatory compliance. The CRM
and Salesforce Platform Security features enhance access control and prevent fraud.
Additionally, Salesforce provides solutions for release management, data backup and
recovery, and comprehensive security measures for its enterprise customers. Release
management prevents data over-disclosure during new technology implementations.
Data backup and recovery solutions ensure that customer data is recoverable in case of
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loss, deletion, or corruption. The security solutions encompass authentication, access
control, encryption, surveillance, data protection, vulnerability scanning, and threat
detection and prevention.

In summary, Salesforce delivers the necessary tools and controls for enterprise cus-
tomers to maintain customer data privacy and security. The extensive certifications,
protocols, analytical technologies, and security solutions available reinforce this com-
mitment [7]. Enhancing Salesforce security begins with establishing a robust system of
roles and profiles, ensuring users have only the necessary access and thus reducing the
risk of internal data breaches. Flexible access control can be achieved through permis-
sion sets, which allow for additional permissions without altering core profiles, making
them ideal for complex setups. Implementing Multi-Factor Authentication (MFA) adds
an extra layer of security by requiring users to verify their identity in multiple ways,
significantly reducing the likelihood of unauthorized access, particularly from exter-
nal sources. Effective data protection involves applying Data Loss Prevention (DLP)
strategies such as encryption and tokenization to safeguard sensitive data in Salesforce
against unauthorized access and leaks. Regular monitoring and auditing of user activ-
ity are crucial for identifying potential security risks and ensuring compliance with
security policies. Additionally, Salesforce’s Security Health Check tool helps evaluate
the platform’s security settings, proactively identifying and addressing vulnerabilities.

Integrating third-party applications with Salesforce requires careful consideration
of the app provider’s security standards and alignment with the organization’s security
policies. Implementing the principle of least privilege by granting only the necessary
permissions for these apps minimizes the risk of unauthorized access or data leaks.
Monitoring third-party app integrations ensures ongoing compliance and security stan-
dards are maintained. Cultivating a security-first mindset within the organization
is essential. Emphasizing the importance of protecting sensitive data and adhering
to security policies, alongside hands-on training sessions for employees to navigate
Salesforce’s security features effectively, helps prevent breaches caused by user errors.
Staying informed about the latest updates and vulnerabilities is crucial. Subscribing
to Salesforce security alerts and engaging in community forums helps keep the envi-
ronment secure by learning from others and staying current with security practices. By
diligently applying these strategies, the Salesforce platform’s security is significantly
strengthened, protecting the organization’s data and maintaining customer trust [8].

This research investigates how Salesforce can enhance resource management by
developing a custom application. The focus is on improving the tracking, allocation,
and utilization of organization resources. Utilizing Apex code, the custom Salesforce
application will monitor resource availability, project assignments, and skill sets. It
will present data through intuitive color coding and a user-friendly search component
to optimize resource management processes. Additionally, this research covers the
cybersecurity aspects of leveraging Salesforce for resource management.

By evaluating the impact of this application, the study aims to provide insights
into how Salesforce can effectively enhance resource allocation, improve visibility
into resource utilization, and ultimately contribute to more efficient project manage-
ment. This research seeks to contribute valuable findings to the field, highlighting the
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potential of CRM platforms like Salesforce in supporting organizational efficiency and
strategic resource optimization.
The research questions that we try to assess in the study are as follows:

® RQ1: Is the impact on resource utilization, availability and skill set visibility from
using custom Salesforce applications positive or negative?

® RQ2: Can UI elements used in custom applications capture resource allocation
complexities?

® RQ3: Does Salesforce as CRM system cope with modern cybersecurity challenges?

This study hypothesizes that implementing a custom Salesforce application will
significantly improve resource management efficiency by centralizing data, providing
real-time insights, and facilitating informed decision-making in a secure and reliable
manner. The paper is organized as follows: In section 2 we give overview of similar
studies that can be found in the literature. In section 3, we describe the research
methodology. After that, in section 4, we give an overview of the results, and finally,
in section 5, we give a short conclusion.

2 Related Work

Previous studies have underscored the benefits of integrating CRM systems with
project management tools, aligning with the proposed research on leveraging Salesforce
for resource management. The research conducted by the authors in [9] explored the
influence of Human Resource Management Information Systems (HRMIS) on employee
efficiency and satisfaction. Their findings highlight the significant impact of integrated
information systems on enhancing organizational processes. This aligns with the cur-
rent research, which aims to utilize Salesforce’s integrated platform to streamline
resource tracking and allocation, thereby improving overall project efficiency.

The study conducted by [10] discussed strategies for enhancing employee perfor-
mance through digitalization in HR management. While their focus was on general HR
practices, the principles of digital transformation and efficiency improvement through
custom applications resonate with the development of a custom Salesforce application
for resource management. This study emphasizes the potential of digital tools to opti-
mize organizational processes, which is pertinent to our investigation into enhancing
resource allocation and visibility.

The authors from the publication [11] investigated multi-project resource manage-
ment methods suitable for research institutes. Their study emphasizes the importance
of tailored resource management approaches that can adapt to varying project
demands and organizational contexts. This resonates with Salesforce’s customization
capabilities, which allow for the development of tailored resource management solu-
tions tailored to organizational needs. The study supports our approach of utilizing
a custom Salesforce application to optimize resource allocation and improve project
outcomes. The study referenced in [12] explored adaptive and priority-based resource
allocation in mobile-edge computing. While their focus was on a different technological
context, their insights into efficient resource utilization through adaptive algorithms
provide relevant perspectives for optimizing resource allocation within organizational
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settings. The principles of adaptive resource allocation can inform the development of
intelligent resource management features within the Salesforce application, enhancing
its effectiveness in dynamically allocating resources based on project needs.

Authors in [13] give an overview of the security challenges of CRM systems with
an emphasis on data security. Their findings indicate that there are significant chal-
lenges when dealing with private data in CRM systems, especially since the number
of cyberattacks has been increasing in recent years.

The primary goal of CRM systems is to foster customer loyalty, which is crucial
for achieving high levels of customer retention. Without CRM systems, it would be
challenging for enterprises to assess customer satisfaction, experience, and loyalty.
Therefore, when setting up CRM systems and collecting customer data, it is essential
to address users’ concerns about their personal information and privacy. CRM systems
are vital for gaining a competitive edge in the market as they enable enterprises to
gather, process, visualize, share, and apply customer and market data, providing user-
friendly and specific insights on key metrics [14]. Without an effective CRM system
supported by robust data security measures, enterprises may struggle to maintain
a competitive market position. As social media data breaches occur, customers are
increasingly aware of the risks associated with data collection and storage, making
them more conscious of potential cyber-attacks [15]. Customer data is vulnerable not
only on social media and online platforms but also within enterprises, posing risks to
data integrity [16]. Thus, enterprises must prioritize securing the customer data they
collect to enhance CRM and build strong customer-to-business (C2B) relationships
[17].

Organizations need advanced data storage systems to handle the vast, fast, and
complex data from various touchpoints, often leading to non-relational databases
like NoSQL. They must decide whether to use existing or acquire new resources
and whether to handle data in-house or outsource it, always considering cost-benefit
analyses. Understanding and meeting customer needs through CRM systems helps
businesses build long-term relationships and retain customers, which is cheaper and
more effective than acquiring new ones [18].

These studies collectively highlight the broader applicability of integrated informa-
tion systems, such as Salesforce, in enhancing resource management practices across
different organizational contexts. By leveraging Salesforce’s robust platform and cus-
tomization capabilities, organizations can potentially significantly improve resource
utilization, project efficiency, and decision-making processes. Together, these studies
provide a comprehensive framework for enhancing our resource management capa-
bilities through the integration of HRMIS, the digitalization of HR functions, the
customization of resource management approaches, and the implementation of adap-
tive algorithms. By applying these principles within the Salesforce platform, we can
develop a robust system that enhances resource tracking, allocation, and overall
organizational efficiency. Efficient resource management is crucial for organizational
efficiency and project success. Traditional methods can often lead to inefficiencies
and inaccuracies due to disparate systems lacking integration and real-time visibility.
This research hypothesizes that a unified approach using Salesforce can improve these
inefficiencies by centralizing resource management.
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3 Methodology

In this section, we give an overview of the methodology used in this study. For this
study, we performed qualitative analysis and, in the end, integrated the findings. First,
we developed a custom Salesforce application using Apex code. The application is
intended to track resource availability, bookings and project assignments. Additionally,
the application includes UI enhancements such as color-coded visualizations and a
search function.

After the application was developed, we performed a simulation to obtain simu-
lated data that reflects the current organizational scenarios, including measurement of
metrics such as resource utilization rates, project completion times, user satisfaction
and security perception. Additionally, we have used surveys and interviews with users
to perform qualitative analysis of the usage and their overall perception of the system.

The approach gives qualitative insights to offer a thorough understanding. For
example, interviews can provide context on the reasons behind the system improve-
ments, such as improved visibility of resource availability. This method allows for a
comprehensive understanding of the process, allows cross-verifying of the results, and
gives enough insights to give actionable recommendations.

3.1 Overview of Software Packages and Tools

The resource management solution was developed using advanced software tools and
platforms, ensuring robust functionality and seamless integration within the Salesforce
ecosystem:

e Salesforce Platform - Deployed as the cornerstone of the solution, Salesforce pro-
vided a scalable and secure environment for managing consultant data, automating
workflows, and facilitating collaboration across teams. Its robust CRM capabilities
were leveraged to streamline consultant lifecycle management from onboarding to
project assignment and offboarding [19].

® Apex Programming Language - Crucial for implementing complex business logic
and backend processes specific to consultant management. Apex facilitated the
automation of critical workflows such as consultant assignment, skill matching,
and performance tracking. Custom Apex triggers and classes were developed to
enforce business rules, validate data integrity, and integrate with external systems
seamlessly [20].

® Visualforce Pages and Lightning Components - Tailored user interfaces were created
using Visualforce Pages and Lightning Components. These components offered a
rich, responsive user experience by presenting data in intuitive layouts and enabling
interactive features essential for managing consultant profiles, engagements, and
performance metrics [21].

® Salesforce Lightning Framework - Employed to build dynamic and scalable appli-
cations within Salesforce. The framework ensured modern UI design principles,
responsiveness across various devices, and enhanced usability through features like
drag-and-drop functionalities and real-time updates [22].

e Salesforce Object Query Language (SOQL) and Salesforce Lightning Data Service -
Utilized for efficient data retrieval and manipulation. SOQL queries were optimized

188



ICT Innovations 2024 Conference Web Proceedings

to fetch real-time information about consultant availability, engagement histories,
and skill competencies. Lightning Data Service enhanced performance by caching
data locally on users’ devices, minimizing server calls for improved responsiveness
[23].

® Integration with External Systems - Integrated seamlessly with external HR man-
agement systems and financial databases using Salesforce APIs. This integration
enabled bi-directional data synchronization, ensuring that consultant records, pay-
roll information, and project assignments remained up-to-date across platforms.
Real-time data updates facilitated agile decision-making and accurate resource
planning.

In this section, we have given an overview of the methodology and the software
packages used for the implementation. In the following section we are going to present
the initial findings.

4 Results

The deployment of the consultant management solution yielded substantial and quan-
tifiable results, demonstrating its effectiveness in optimizing operational processes and
enhancing organizational performance.

The following findings were obtained using the qualitative analysis of the data and
the user responses regarding RQ1:

Streamlined Onboarding and Offboarding - Reduced the onboarding time for new
consultants through automated workflows integrated with HR systems. Consultants
were swiftly onboarded with pre-defined templates for contract creation, compliance
checks, and access provisioning. These predefined templates for creating contracts,
compliance checks, and access provisioning were consistent and efficient, with no avoid-
able delays and administrative overhead. For example, new consultants could start
their assignments in just some days, which earlier took several weeks.

Enhanced Resource Allocation Efficiency - Improved resource utilization through
real-time visibility into consultant availability and skill profiles. Automated alerts
and notifications enabled resource managers to allocate consultants based on project
demands and skill requirements promptly. This optimized the utilization of resources,
while at the same time it saved a big chunk of time for resources from going into
manual allocation processes.

Improved Decision-Making and Forecasting - Increased decision-making accuracy
with centralized dashboards and real-time analytics. Predictive modeling and fore-
casting tools provided insights into future resource needs, enabling proactive planning
and mitigating project risks. The single centralized dashboards and real-time analyt-
ics provided complete visibility to managers regarding the current resource allocation
and future needs. As an example, managers would be able to know needs in a project
months in advance and work on having the right type of consultants available on time.

User Adoption and Satisfaction - Achieved high user satisfaction with consultants
and managers reporting improved productivity and ease of use. User training programs
and continuous feedback loops ensured that the solution evolved to meet evolving
business needs effectively.
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Based on these findings, we can conclude that regarding RQ1, the answer is that the
impact on resource utilization, availability, and skill set visibility from using custom
Salesforce is very positive, and we can recommend custom Salesforce applications to
increase resource utilization, availability, and visibility of skill sets within the applica-
tion. A custom Salesforce application allows for the integration of automated workflows
and real-time data analytics with all the associated advantages. By automating the
onboarding and offboarding processes, much time and many resources were saved.
In addition, this automation reduced the likely risk associated with human errors at
every turn, ensuring that every compliance or contractual requirement was attended
to. Having provided real-time insight into the availability and skills of consultants
allowed for strategic and efficient allocation of resources. The higher visibility gave
assurance that projects were staffed with the best group of consultants, thus improv-
ing project deliverables and client satisfaction. Predictive analytics helped improve the
organization’s decision-making ability by handling demands that were to be made in
the future and to plan for resources accordingly. This proactive approach minimized
the risks associated with a sudden demand for projects or unavailable consultants.

Regarding RQ2, the users’ feedback underscored the tangible benefits and user-
centric design of the consultant management solution and the usage of the Ul elements,
including the visualization and its ability to capture utilization complexities:

Ease of Use and Accessibility - Consultants appreciated the intuitive user interface
that simplified task management, time tracking, and collaboration with project teams.

Drag-and-drop features and dashboards that were customisable to the various
needs, added to self-explanatory navigation, which made this system even useful for
those users who have little exposure to technology.

Real-Time Insights and Reporting - Managers commended the comprehensive
dashboards that provided actionable insights into consultant performance metrics,
project timelines, and budget utilization. This made it easy to track progress and
notice bottlenecks in the process while making informed decisions to keep projects on
course.

Time Savings and Efficiency Gains - Administrators noted a significant reduction
in manual administrative tasks, allowing more time for strategic initiatives and client
engagement activities.

Based on these findings, we can answer the RQ2 with yes. The UI elements used in
custom applications are able to capture resource allocation complexities and the cus-
tomers are very satisfied with the results. The UI elements of the custom Salesforce
application were paramount to capturing the intricacies of resource allocation. Posi-
tive user reviews mirror the requirement of a user-centered design approach. Engaging
users in the design process and iteration - which is continuous - gave them very high
levels of user satisfaction and adoption rates, which ensured that the application would
meet the evolving user needs. The visualization of complex data in a digestible format
empowered managers and administrators to start making better and faster decisions,
hence executing better project resources. The automation of routine tasks released a
considerable amount of time for the administrator to engage in higher-order activities.
This gain in efficiency translated into better resource management and improved client
relations. The developed UI elements of this custom Salesforce application are very
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effective at catching resource allocation complexities and increasing end-user satisfac-
tion. The user interface development should be continued to deliver more functionality
for retaining high levels of user engagement and productivity. It is the intuitive design
and real-time reporting features of this solution that present a meaningful return on
investment in resource management.

Regarding RQ3, the main security challenge in CRM software is data privacy pro-
tection. CRM software contains a lot of customer data and there are many different
roles that need to have controlled access over the data. Authors in [13] identify that
with the increased cybersecurity threats, there are higher risks in safeguarding cus-
tomer data, especially data classified as personal. According to the GDPR rules, this
data needs to be treated with utmost care and all risks need to be resolved urgently.
Additionally, it requires a high level of transparency towards the users about the way
the data is stored and used. The introduction of GDPR included an additional regula-
tory compliance requirement for CRM software. According to [24], Salesforce adheres
to the GDPR regulatory requirements. Regarding the other cybersecurity risks, we
analyse the security architecture of the Salesforce application, which has the follow-
ing features: Data Encryption - Employed Salesforce’s native encryption features to
secure sensitive data at rest and in transit, adhering to industry standards such as
GDPR and HIPAA.

Role-Based Access Control (RBAC) - Implemented granular access controls using
Salesforce profiles, permission sets, and field-level security to restrict data access based
on user roles and responsibilities. For instance, a consultant may view all his own data
regarding the projects he handles and his working time but may not view the financial
data or data of another consultant.

Compliance Measures - Conducted regular security audits and implemented robust
access logging mechanisms to monitor user activities and ensure compliance with
internal policies and regulatory requirements.

Secure API Integrations - Implemented OAuth authentication and secure API
endpoints to facilitate safe and secure integration with external systems, preventing
unauthorized data access and ensuring data integrity.

Additionally, we analyzed the user’s perception of security with the usage of
custom-developed applications. The results show that regarding RQ3, the Salesforce
CRM is highly effective secure and complies with the latest cybersecurity standards
and requirements. Additionally, as CRM, it allows tightly secured management of user
access, data access, and data security.

4.1 Survey Analysis

The survey aimed to assess the utility and effectiveness of CRM systems, focusing on
Salesforce, in managing company resources. The survey comprised 68 questions, cover-
ing various aspects of CRM usage, ease of use, integration with other tools, impact on
productivity, personalization options, cost-effectiveness, data security, customer satis-
faction, and specific features offered by different CRM systems, including Salesforce,
Zendesk, Microsoft Dynamics 365, HubSpot, and Zoho, as well as questions on the
usefulness of the custom resource management app that was made.
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Most respondents reported using a CRM system, with Salesforce being the most
frequently cited. This prevalence underscores Salesforce’s dominance in the CRM mar-
ket and its critical role in resource management for many companies. The survey
revealed that users generally recognize Salesforce as a powerful tool, particularly in
managing resources effectively. However, the feedback also highlighted several areas
for potential improvement.

In terms of ease of use, responses were varied. While many users appreciate the
comprehensive functionalities that Salesforce offers, some found the system’s interface
and navigation to be less intuitive. This suggests that while Salesforce provides robust
features, the complexity of its interface may hinder user experience, particularly for
those who are not as technically proficient.

Integration with other tools was another critical area explored in the survey. Many
respondents expressed satisfaction with Salesforce’s ability to integrate with a wide
range of other business applications. This capability is crucial for organizations seeking
to streamline their operations and ensure seamless data flow across different platforms.
Despite this, some users noted challenges in achieving full integration, particularly
with non-Salesforce tools, indicating that there might be room for improvement in
making integrations more user-friendly and comprehensive.

The impact of Salesforce on productivity was overwhelmingly positive. A significant
portion of respondents agreed that Salesforce contributes to increased efficiency and
effectiveness in managing company resources. This is particularly true in the areas of
sales automation and resource allocation, where Salesforce’s advanced features help
teams to optimize their workflows and make more informed decisions. Automating
repetitive tasks and managing complex resource allocations was frequently highlighted
as a key benefit.

Personalization of the CRM system was another area of interest. Most respon-
dents indicated that the ability to customize Salesforce to meet their specific business
needs was highly important. Salesforce’s flexibility in this regard was generally praised,
although some users felt that certain customizations could be made more accessible
or easier to implement without requiring extensive technical expertise. When it came
to cost-effectiveness, opinions were divided. Some respondents felt that Salesforce,
while expensive, offered sufficient value to justify its cost. However, others expressed
concerns that the pricing structure might be prohibitive, particularly for smaller orga-
nizations. This suggests a perception that while Salesforce is a premium product, its
cost may not always align with the value perceived by all users.

Data security, a critical concern for any CRM system, was generally rated highly
by respondents. Salesforce was seen as a reliable platform in terms of protecting
sensitive business and customer data. However, a small number of respondents did
express some concerns, indicating that while Salesforce’s security features are robust,
ongoing vigilance and improvements are necessary to maintain trust. The survey also
explored specific features within Salesforce that are crucial for effective resource man-
agement. The color-coded display system used in Salesforce for resource allocation
was particularly noted. This feature, which visually represents resource utilization,
was appreciated for its ability to quickly convey critical information. However, some
respondents indicated a need for greater precision and clarity in these visualizations,
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suggesting that while the feature is useful, it could be further refined to improve its
effectiveness.

In addition to resource management, respondents were asked about the overall
impact of Salesforce on their operations and competitiveness. The majority were opti-
mistic, with many believing that Salesforce significantly enhances their company’s
efficiency and competitiveness in the market. This positive outlook highlights the
strategic importance of Salesforce in helping organizations manage their resources
more effectively, reduce operational costs, and improve decision-making processes.

The analysis of the survey responses to the resource management app reveals
several key insights that are essential for understanding user satisfaction and the app’s
potential impact on business operations. While the feedback is generally positive, the
analysis will maintain a critical perspective, ensuring that the app’s strengths are
highlighted without ignoring areas where improvements could be beneficial.

The ease of navigation and clarity of the user interface are crucial factors in user
satisfaction. Respondents largely found the app easy to navigate, which indicates a
well-designed interface. However, achieving a balance between simplicity and func-
tionality is critical. While users rated the clarity of the interface highly, there is
always room for enhancing the intuitiveness of complex features to accommodate users
with varying levels of technical expertise. One of the app’s standout features is its
ability to search employees based on certifications, skills, and other attributes. The
respondents rated This functionality as highly useful, emphasizing the app’s value in
efficiently managing human resources. Quickly locating and assessing employee capa-
bilities is essential for optimizing resource allocation, particularly in dynamic work
environments.

Similarly, the management of different types of employee certifications, including
new, renewed, and expired ones, received positive feedback. This aspect is vital for
companies that need to ensure compliance with industry standards and regulations.
The app’s ability to provide clear and accessible views of certification data helps man-
agers maintain up-to-date records, which can prevent lapses that might otherwise lead
to operational disruptions or penalties. The engagement management interface, partic-
ularly its intuitiveness, was generally well-received, although this is an area where user
feedback suggests there could be incremental improvements. A system that manages
revenue-generating engagements alongside non-revenue activities such as sick leave and
vacations must balance comprehensiveness with simplicity to prevent user overwhelm.

The app’s reporting capabilities are another critical feature, with users appreciating
the clarity and utility of the report generation component. However, ensuring that
the instructions for data entry and report generation are clear and accessible remains
a priority. The ability to filter resources in various ways when creating reports is
highly valued, and this feature is seen as contributing significantly to more informed
decision-making.

Adaptability is a key strength of the app, with users expressing satisfaction with
how easily the app can be tailored to their specific needs. This adaptability is crucial
in a business environment where processes and requirements can change rapidly. How-
ever, maintaining this flexibility while ensuring that the app remains user-friendly is
a balancing act that requires ongoing attention.
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Regarding visual data representation, users found the color-coded display particu-
larly useful for identifying underutilized resources and making decisions about resource
allocation. The precision of this feature in reflecting true resource utilization levels
was generally rated positively, although continuous refinement is necessary to ensure
accuracy and reliability.

Finally, the impact of the app on business operations was perceived positively,
with users expecting it to enhance productivity, reduce operational costs, and improve
overall efficiency. The ability of the app to track non-revenue-generating activities and
team dynamics (such as new hires or departures) was also seen as effective, further
underlining its potential as a comprehensive tool for resource management.

In conclusion, the survey findings illustrate that while Salesforce is highly valued
for its comprehensive features and ability to manage resources effectively, there are
areas where users see opportunities for improvement. The complexity of the interface,
challenges with integration, and concerns about cost highlight the need for Salesforce
to continue evolving to meet the diverse needs of its user base. Nevertheless, the overall
impact of Salesforce on productivity and competitiveness is seen as overwhelmingly
positive, reaffirming its position as a leading CRM solution in the market. This analysis
underscores the importance of ongoing innovation and user-focused improvements to
maintain Salesforce’s competitive edge in an increasingly crowded market.

While the resource management app received favorable feedback in several key
areas, including navigation, certification management, reporting, and adaptability, it
is crucial to continue refining these features to meet the evolving needs of users. The
app’s success will ultimately depend on its ability to maintain a high level of user
satisfaction while continuously improving its functionality and usability. This analysis
provides a balanced view, acknowledging the app’s strengths while also identifying
areas where further development could enhance its value to businesses.

5 Conclusion

The consultant management solution made a big difference in how the company oper-
ates. It made hiring and letting go of consultants much faster, cutting the time from
weeks to just days. It also helped managers see who was available and what skills they
had in real time, making it easier to assign the right people to projects. The dash-
boards and analytics gave managers a clear view of what was happening and what
would be needed in the future, helping them plan better and avoid problems. Every-
one found the system easy to use, which made them more productive and happy with
their work. It also saved administrators a lot of time by cutting down on manual tasks,
allowing them to focus on more important things.

On the security side, the Salesforce CRM did a great job of keeping customer data
safe. It followed all the important data privacy rules, like GDPR, by using encryption
and strict access controls to make sure only the right people could see the data. Secure
API integrations also helped protect the information. Regular security checks and
logging of user activities made sure everything stayed safe and compliant. Users were
very satisfied with these security measures, showing that the solution was effective at
protecting data. Overall, the custom Salesforce application brought big improvements
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in operations, resource management, user satisfaction, and data security, making it a
great choice for companies.

This study highlights Salesforce’s role in improving resource management through
a custom application. By evaluating its impact, the research demonstrates how Sales-
force enhances resource allocation, visibility into availability and skills, and overall
project efficiency. Utilizing Salesforce’s features and customization options enables
organizations to optimize resource use and make informed decisions. This approach
enhances operational efficiency and supports better project outcomes.

Moving forward, leveraging Salesforce can significantly streamline processes and
promote sustainable growth. Further research and implementation will refine these
strategies, maximizing Salesforce’s impact across industries.
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